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v LT SECURITY & AUDIT POLICY

A

For

Sree Sankaracharya University
ICT Division

Reference

”

v' Guidelines from Department of Information Technology,
' Government of Kerala ' '
v’ Guidelines from Department of Information Technology,
vuveLiulene Ui lnaia
v Indian Computer Emergency Response Team(CERT-In), Ministry
of Electronics and Information Technology, Government of
India
v Minutes of the 154™ meeting of the Syndicate dated
20.07.2016 - Item no.36 — Establishment of ICT Division in

the University

[1] Introduction

Iﬁformation Security Policies are the cornerstone of information
security effectiveness. The Security Policy 1is intended to
define what is expected from the University with respect to
security of Information Systems. The overall objective is to
control or guide human behavior in an attempt to reduce the risk
to information assets by accidental or deliberate actions.

Information security policies underpin the security and well-
being of information resources. They are the foundation, the
bottom line, of information security within the institution. It
should practice the elements of data security that deeds and
insurance assets are kept safely so that they are available when
it required. :

As per the recommendations from IT policy and audit security,
the ICT peripherals/assets are to be maintained and managed
properly with an organizational manner under technical
supervision in terms of confidentiality, integrity and
availability.



{2] Objective

The IT Policy and Procedure Manual provides the policies and
procedures for selection and use of IT within the business which .
mu§§ be followed by all staff. It also provides guidelines for
the institution which will use to administer these policies,
with the correct procedure to follow.

The main benefits to having this policy and procedure manual can
be majorly enlisted as follows;

[2.1] Ensures all staff are aware of obligations in relation
to _selection, use and safety when utilising information
technology within the business

[2.2] Proven and scientific way to help administrative
entities to make consistent and reliable decisions

[2.3] Helps give each employee a clear understanding as to
what you expect and allow. ‘

lhese poiicies and procedures apply to all the empioyees in the
snstitution.

[3] Technology Hardware Purchasing Policy —

Computer hardware refers to the physical parts of a computer and
related devices. Internal hardware devices include motherboards,
hard drives, and RAM. External hardware devices include
monitors, keyboards, mice, printers, and scanners.

[3.1] Purpose

This policy provides guidelines for the purchase of hardware for
the business to ensure that all hardware technology for the
business 1is appropriate, value for money and where applicable
integrates wi%h other technology for the business. The objective
of this policy is to ensure that there is minimum diversity of
hardware within the business.

[3.2] General Conditions for the policy

£3.2.1] The detailed specifications must be prepared by the
University ICT Division for the area/purpose/system specific as
far as the requirement concerned.

[3.2.2] All puﬁchases of ICT peripheral must be supptrted by
maximum possible guarantee and/or warranty requirements.



(3.2.3] The ICY peripheral purchased must Dbe compatible with
the University ICT system.

. [3.2.4] All purchases for ICT peripheral must be in line
with the purchasing policy.

[3.2.5] The requirement of the ICT peripheral must Dbe
confirmed by University ICT Division

[3.2.6] All purchases for ICT peripherals must be in line
with the purchasing policy in the Financial policies and
procedures manual in the University.

[3.3]“Purchasing desktop computer systems

The desktop computer systems include a - case (containing the
motherboard and processor), a monitor, a keyboard and a mouse.
An all-in-one desktop computer typically combines the case and
monitor in onc unit.

rR 3 1] Minimum items/specification

. Operating systems (consider open source wherever possible)
. Desktop casing cover

. Desktop _screen of 17” —
Keyboard and mouse

Processor 2GHz

4GB RAM

. 1TB Hard Disc

4 number of USB ports

. 1 number of network(RJ45) port
.Necessary data cables

.Necessary power cables

.Necessary supporting documents
13.Necessary supporting softwares
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[3.4] Purchasing portable computer systems

The portable computer systems include portable devices 1like
notebooks, laptops, tablets etc.

[3.4.1] Minimum items/specification

1. Operating systems (consider open source wherever possible)
2. Processor 2GHz

3. 4GB RAMA4

4. 2 number of USB ports

5. 1 number of network(RJ45)

6. Wi-Fi facility



/. Necessary
4. Necessarv powsr cable-=

9. Necessary supporting document s

10.Necessary supporting softwares

[3.5] Purchasing server systems ‘.

The server system is a device that provides functicnality for
other programs or devices, «called "clients" normally knows
client-server model /architecture, and a single overall
computation is distributed across multiple processes or devices.

[3.5.1] Minimum items/specification

1. Open source operating system wherever possible
2. Minimum 4 USB ports

3. Minimum 4 network (RJ45) ports

4. Necessary data cables

5. Necessary power cables

6. Necessary supporting documents

7. Necessary supporting softwares

The detailed specification of the server system including
processor, memory, storage, architecture must be prepared by the
University ICT Division for the area specific.

[3.6] Purchasing computer peripherals

The Computer system peripherals include add-on devices such as
printers, Scanners, external hard drives etc.

Computer peripherals can only be purchased where they are not
included in any hardware purchase or are considered to be an
additional requirement to existing peripherals.

Computer peripherals purchased must be compatible with all other
computer hardware and software in the business.

[3.6.1] Minimum items/specification

1. Necessary data cables

2. Necessary power cables :

3. Necessary Ssupporting documents

4. Necessary supporting soft wares

[3.7] Purchasing mobile phones

A mobile phone is a portable telephone that can make and receive
calls over a radio frequency carrier while the user is moving
within a telephone service area.




@ -7-1] Minimum items/specification

. Necessary data cables

. Necessary power cables

. Necessary supporting documents
. Necessary supporting softwares

SW N

A mobile telephone will only be purchased once the eligibility
criteria is met.

The "purchase of a mobile phone must be ensured the business
takes advantage of volume pricing based discounts provided by
the authorised suppliers. Such discounts should include the
purchase of the phone, the phone call and internet charges etc.

T e L

‘The request for accessories (a hands-free kit etc.) must be
included as part of the initial request for a phone.

[4] Policy for Getting Software

Computer software, is that part of a computer system that
consists of encoded information or computer instructions, in
contrast to the physical hardware from which the system 1is
built.

[4.1] Purpose

This policy provides guidelines for the purchase of software for
the business to ensure that all software used by the business is
appropriate, value for money and where applicable integrates
with other technology for the business. This policy applies to
software obtained as part of hardware bundle / pre-loaded
software / developed by the University ICT Division / developed
from third party sources/ purchased from third party sources.

[4.2] Getting software by developing in-house

1. Open source platform should be used wherever it possible
2. Developing should be monitored by the Project Leader who is
authorized by the ICT Division in time to time
3. Industry standard steps / procedures .must be followed
throughout the SDLC (Software Development Life Cycle)
4. The following systematic development process must be
followed
a. Creating detailed System Requirement
Specification (SRS) '
b. Design and Coding of the Application Software
c. User Acceptance Testing (UAT)



[4.3] CGetting software by developing through outsourcing .

1. Open source platform should be used wherever it possible
2. Developing should be monitored by the Project Leader who is
authorized by the ICT Division in time to time
3. Industry standard steps / procedures must be followed
throughout the SDLC (Software Development Life Cycle)
4. The following systematic development process must be
followed
a. Creating detailed System Requirement
Specification (SRS)
b. Design and Coding of the Application Software
€. User Acceptance Testing (UAT)
5. The deliverable shall be:
a. System Requirement Specifications (SRS)

T ) Application Software

c. Fully documented Source Code (Hard Copy as well as
Soft copy)
d. All necessary licenses wherever applicable
e. User Manuals
f. Training materials
g. Detailed Acceptance Test Plan based on the SRS with
test date
6. Necessary training should be ensured
7. Necessary AMC may be procured

[4.4] Getting software by purchasing

1. All software, must be approved by University ICT Division
prior to the use / download / purchase of such software.

2. All purchased software must be purchased from authorized
dealers / suppliers

3. All purchases of software must be supported by maximum
possible guarantee and/or warranty and be compatible with
-the business’s server and/or hardware system.

4. Any changes from the above requirements must be authorised
by University ICT Division

5. All purchases for software must be in line with the
purchasing policy in the Financial policies and procedures
manual in the University.

6. Obtaining open source or freeware software wherever
possible

7. 0Open source or freeware software can be obtained without
payment and usually downloaded directly from the internet.
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10.

In the event that open source of freeware software is
required, approval from University ICT Division must be
obtained prior to the download or use of such software.
All open source or freeware must be compatible with the
business’s hardware and software systems.

Any change from the above requirements must be
authorized by University ICT Division.

[5] Policy for Use of Software

[5.1] Purpose

This policy provides guidelines for the use of software for
all employees within the business to ensure that all software
use 1is appropriate. Under this policy, the use of all open
source and freeware software will be conducted under the same
procedures outlined for commercial software.

[6.2] Software Licensing

i.

All computer software copyrights and terms of all
software licenses will be followed by all employees of
the University.

Where licensing states limited usage (i.e. number of
computers or users etc.), then it is the responsibility
of University ICT Division to ensure these terms are
followed.

University ICT Division is responsible for completing a
software audit of all hardware to ensure that software
copyrights and license agreements are adhered to.

The University shall make use of free software as far as
possible.

Software Installation

All software must be appropriately registered with the
supplier where this is a requirement.

Only software obtained in accordance with the getting
software policy is to be installed on the business’s
computers.

All software installation is to be carried out by the
University ICT Division

A software upgrade shall not be installed on a computer
that does not already have a copy of the original version
of the software loaded on it.

&

Software Usage

Only software purchased in accordance with the getting
software policy is to be used within the business.



2. Prior to the use of any software, the employee musl receive
instructions on any licensing agreements relating to the
software, including any restrictions on use of the
software.

3. A1l employees within the University must receive training
for all new software. This includes new employees to be
trained to use existing software appropriately. This
ensuring wil. be the responsibility of respective heads in
the business areas. ‘

4. Employees are prohibited from bringing software from home
and loading -t onto the business’s computer hardware.

5. Unless express approval from University ICT Division 1is
obtained, scftware' cannot be taken home and. loaded. on a

e e T BN 6 AR e e sk b - PR N

“émployees” Thome computer
6. Where an employee is. required ‘to. use software at home, an
evaluation of providing the employee with a portable
computer should.be undertaken in the first instance. Where
it is found that software can b used on the employee’s
home computer, authorisation from Unlver51ty ICT Diwvision
is required to purchase separate’3oftware if licensing or
copyright restrictions apply. Where software is purchased
in this circumstance, it remains the property of the
business anc must be recorded on the software register by
. University IZT Division
¢ 7. Unauthorised software is prohlblted from being used in the
business. This includes the usage:: of open source, freeware
and commerc:al, which 1is owned.jby, an employee and, used
within the baisiness. o N
8. The unaudthorised duplicating, acqu
copies is prohibited. Any. employe
uses unauthorised copies of soft
University ICT Division for
consultation, reprimand action et he illegal duplication
of software or other copyrighte jorks ~is not condoned
within this business and Univegsity ICT Division is
responsible to recommend discipﬁ?” y action where such
event occurs. % '

ng or use of software
ho makes, acquires, or
will be referred to
Jonsequences, further

[5.5] Breach of_Pdlicy

y by an employee, that
business heads for
primand action etc.

each of the use of
cy, they are obliged

1. Where there ls a breach of this pg
employee w31l be referred  tg
consequences. further consultaticn,

2. Where an employee 1is aware of
software in agccordance with this




. Lo notify respaecltive  business  heads  or University LG
Division immediately. [u Lhe event that the breach is not

reported and it is determined Lhat an employee failed to
report the breach, then that cmployee will be referred to
business heads -for consequences, further consultation,

reprimand action etc.
[6] Policy for Own Device

For all business it is acknowledged that the importance of
mobile technologies in improving business communication and
productivity. In addition to the increased use of mobile
devices, staff members have requested the option of connecting
their own mobile devicdes to University Netwark and business

equipment .
[6.1] Purpose

This policy provides guidelines for the use of personally owned
notebooks, smart phones, tablets and any kind of mobile devices
for business purposes. All staff who use Oor access the
.University Network / Business Technology equipment and/or

services are bound by the conditions of this Policy.
[6.2] Mobile devices approved for business use

1. The following personally owned mobile devices are approved
to be used for business purposes:
a.Notebooks,_
b. Smart phones,
c. Tablets,
d. Removable media

1

[6.3] Registration of bPersonal mobile devices for business use

1. Employees when using personal devices for business use will
register the device with University Network / Business

Technology Equipment.
2. University ICT Division will record the device and all

applications used by the device.
3. Personal mobile devices can only be used for the following
business purposes:
a. email access
b. business internet access
C. business telephone calls
d. business portals
e. e-Governance application




1. Bach Prhoyece wha oy ilinesy Personal mobhi e devices AYgrae:s -

i N Lo download oy Cransfer busi Ness or per s0na |
Sensiljve information Lo the devieceo.

Iy, Neet g download or MANSLEr sensitive / confidentiaj
irtormat ion such as jﬁlullectnul Property, other
enployee detaijls eta,

DL Not  tc Use  the registered mobile device 45 the sole
repository for Business Information. All business

informa:ion stored on mobile devices should be backeqd up

6. Make €v/ery reasonable effort to ensure that {Business
Name} 's information is not compromised through the use of
mobile equipment in g4 public place. Screens displaying
sensitive or eritical information should not pe seen by
unauthOJised{persons and all registeored devices should
bassword protecteqd

7. Maintair the device properly with itss maintenance
requiren=ants of mobile devices such as Current Operating
software, Ccurrent Security software ete.,

8. Not share the device with other individuals to protect the
business data dccess through the device

9. Abide by Business Internet Policy for dppropriate use and
access o internet sites etc. o

10.Notify O Business Head and University 1c7T Division.
immediately in the event of loss or theft of the registered
device

11.Not to onnect USB memory sticks from an untrusted or
unknown ssurce to University Network / Business Technology
Equipment ' X
12.A11 emplc yees who have a registered Personal mobijile device
for business Use acknowledge that the business:
a. Owns all intellectual Property created on the device
b. Can AcGcess all data held on  the device, including

wants to sell the device
f.will delete 313 data held onp the device upon
termination of the employee. The terminated employee
can raquest bpersonal data be reinstated from back up
data
g. Has the right to deregister the device for business
use at any time.

-



[6.4] Keeping mobile devices secure

1. The  following, must be obscrved when handli ng mobile
computing devices (such as notebooks, tablets and smart
phones) :

d. Mobile computer devices must never be left unattended
in a public place, or in an unlocked house, or in a
motor vehicle, even if it is locked. Wherever possible
they should be kept on the person or securely locked
away

b. Cable locking devices should also be considered for
use with laptop computers in public places, e.g. in a
seminar or conference, even when the laptop is
attended

C. Mobile devices may be carried as hand luggage when
travelling by aircraft.

[6.5] Exemptions

This policy is‘mandatory unless University ICT Division grants
an exemption. Any requests for exemptions from any of the
business directives, should be referred to the University ICT

Division. _ —
[6.6] Breach of this policy

Any breach of this policy will be referred to University ICT
Division who will review the breach and determine adequate
consequences, which can include such as confiscation of ¥the
device and or termination of relevant services.

[6.7] Indemnity

University ICT Division bears no responsibility whatsoever for
any legal ‘action threatened or started due to conduct and
activities of staff in accessing or using- these resources or
facilities. All staff indemnify the' business process against any
and all damages, costs and expenses suffered by the business
area arising out of any unlawful or improper conduct and
activity, and in respect of any action, settlement or
compromise, or any statutory infringement. Legal prosecution
following a breach of these conditions may result independently
from any action by University ICT Division.

[7] Information Technology Security Policy

Information Technology Security also known as, IT Security 1is
the process of implerfienting measures and systems designed to



securely prolect ard salfeguard information (business and
personal data, voice conversations, still images, motion
pictures, multimedia presentations, including those not yet
conceived) utilizing various forms of technology developed to
create, store, use awd'exchange such information against any
unauthorized access misuse, malfunction, modification,
destruction, or improper disclosure, thereby preserving the
value, confidentialitv, integrity, availability, intended use
and its ability to perform their permitted critical functions.

[7.1] Purpose

This policy provides guidelines for the protection and use of
1nformatlon technology assets and resources within the bu51ness
to ensure 1ntegrlty, COHfldeHleliLy and avallablllty of data

and assets.
[7.2] Physical Security

' [7.2.1] All servers, malnframes and other principal network
assets for any kind of business in the ‘University must be
installed in the Unive:sity Data Centre.

[7.2.2] University Data Centre will act as —a principal
physical location = of all University Business Technology
Equipment and its management and appropriate user access
privileges rules will be created, monitored and maintained by
the University ICT Civision in time to ‘time by using its
constituents and will be treated its _Proprietaries wigh
University ICT Divisior itself. :

<

[7.2.3] It will be the respon51b111ty of University ICT
Division to ensure that this requirement is followed at all
times. Any employee becoming aware of a breach to this security
requirement is obliged to notify = University LCT
Division/Administration immediately.

[7.2.4] All security and safety of all portable technology
(such as notebook, cablet/pads, smartphones) will be the
responsibility of the employee who has been ASSued with. Each
employee is required to use such devices and to -ensure the asset
is kept safely at all times to protect the securlty of the asset
issued to them.

[7.2.5] In the ewvent of loss or damage; University iCT
Division will assess the security measures - undertaken to



et camine  if Lhe employee will be required Lo reimburse Lhe

business [or the loss or damage.

[7.2.6] All portable devices when keplt at the office desk
is to be secured by relevant security measure such as keypad,
lock etc. provided by the University ICT Division

[7.3] Information Security

7.3 1] All the issued business devices (servers,
computers, laptops/notebooks, tablets/pads, smartphones etc.)
Tor Business Purposes must .pe administrated by the University
I~T Division using necessary User Access Controls / Privileges

[7.3.2] All the users must keep a check list of Yelevant
data to be backed up either general such as sensitive, valuable,
or critical business data in the issued business devices issued
with. '

[7.3.3] It is the responsibility of employee to ensure that
daily data back-ups are conducted

[7.3.4] All technology that has internet access must have
anti-virus software installed. It is the responsibility of
University ICT Division to install all anti-virus software and
ensure that this software remains up to date on all technology
used by the business.

<
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[7.3.5] All information used within the business is to.
adhere to: the privacy laws and the business’s confidentiality
r jJuirements. Any employee breaching this will be suffering from
relevant consequences.

[7.4] Server Operating System Security Guidelines

Before installation of server one should first identify role of
the server. The server role means applications running on the
server. The server can be deployed as a file server, - print
server, mall server, web server or database server. Based on the
server role or applications running on it, System Administrator
(SA) can categorize the server under low, medium or high threat
>erception. In all cases the SA have to plan for adequate server
security Lo ensure confidentiality, integrity and availability
>f data.

7.4.1] Identification of network services

letwork services will depend upon the role of the server 1like
sccount server, Web server, Mail serverl, Database server etc. As



d general rule, g network scrver should be dedicated to a single
service. This usually simplifies the configuration, which
reduces the likelihood of configuration errors. Lt also

eliminates unexpected and unsafe interactions among the services
that present opportunities for intruders. In some cases, it may
be appropriate to offer more than one Service on a single host
computer. For éxarple, the server software from many vendors
combines the file transfer protocol (FTP) and the hypertext
transfer protocol {HTTP) services in a single package. For some
organizations, it rray be appropriate to pProvide access to public
information via both protocols from the same server host, but it
is not recommended since:it is a less secure configuration.

[7.4.2] Physical_security

Access to a server is very important, physical access to a

server should be limited to only administrator and other server

operators for backup etc. There should. be no free access. to
' servers. In general, following guidelines ‘should be adhered to

1. Protect the System from unauthorized use, loss or damage,
€.9. the door should be locked when not in the office

2. Keep portable €quipment secure— ‘

3. Position monitor and printers so that' others cannot see
sensitive data '

4. Keep floppy disks and other media in a4 secure place

5. Seek advice on disposing of equipment

6. Report any loss of data or accessories to the sA i

7. Keep the system and sensitive data Secure from outsiders -

8. Get authorization before taking equipment off-site

9. Take care when moving equipment: s

10.Log out, shut down or lock the system when leaving office

11l.Tnstall UPS system with adequate battery backups to avoig

any data loss or corruption due to power failure

[7.4.3] Methods of atvthentication

Depending on the level " of threat €Xposure to the server,
authentication methoc should be chosen

1. For Low Threat Exposure in ‘ﬁuild user/password
mechanism available with the 0S' is an acceptable
'practice. , &

2. For Medium Threat Expostire a choice ‘could be made from
user/password combination implemeﬁﬁed by sever only
with strong  password policy “or an  external



aulhentication SV Like 1A KAC,  RADIUS o) KERBOUS
may bLe implement ed . For example, an external POP mail

Server may have radius server Authunlicatjng the user
access .

3. For High T%reatlﬂxpouuro a choice could pe made from
tokens, smart cards and biometrics devices (devices
that recognize a person based on biological

characteristics such as fingerprints or patterns of
the retinal blood vessels.

[7.4.4] Account Policy
[7.4.4.1] User Privileges & rights

Nocument. the categories of users that will be allowed access to
e provided services. Categorize users by their Oorganizational
department, physical location, or job responsibilities. 7
category of administrative users who will need access to
administer the network server and a category for backup
operators needs to be created. Normally, access to network
servers should be restricted to only those administrators
responsible for operating and maintaining the server. Determine
the privileges that each category of user will have on the
computer. To document privileges, Create a matrix that shows the
users or user categories Cross-listed with the privileges they
will possess. The privileges are customarily placed in groups
that define what system resources or services a user can read,i
write, change, execute, create, delete, install, remove, turn®
on, or turn off. For llany resources, such as Program and data
files, the access controls provided by the 0S are the most
>Frious means to enforce access privileges. Also, consider using
rncryption technologies to protect the confidentiality of

sensitive information.

7.4.4.2] Passwords

here should be password policy in the organization. The most
ommon method of authentication is password. The responsibility
f selecting a password that is hard to guess generally falls on
sers. To decrease the chances of guessing password, user must
2lect a hard-to-guess, or strong password.

strong password must:

1. Be as long as possible
2. Include mixed-case letters.
3. Include digits and punctuation marks.




4. Not be based on any personal information.
5. Not be based on any dictionary word, in any language.

While most sharec systems can enforce at least some of Lhese
rules, almost none have features to enforce all of them. Despite
all these efforts the passwords could be guessed given enough
time. Thus a user must also:

1. Change his/her password regularly, in order to limit the
amount of time available to persons to guess it.

2. All system-level passwords (e.g., root, enable, NT admin,
application administration accounts, etc.) must be changed
regularly.

Silever use the samg pagsword twice.
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Some systems have a password expiry feature, which forces user
to change his password periodically. Some systems incorporate a
password history feature, which disallows user from reusing one
of his last n passwords. When faced .with a password history
mechanism, some vusers may change their?-password n times, and
return it . to its original wvalue, soﬁfas to avoid having to
remember a new password value. To prevgnt this, systems should
either have an unlimited-length password history, or prevent —
users from changing their password more than once daily.

[7.5] Workstation Operating System Security Guidelines

The word "workstation" is wused in this module to mean the
combination of the hardware, operating system, application

3

software, and network connection. i i

[7.5.1] User Categorisation

hould be defined. The
s that reflect their

For workstations, the categorieshaf users
categories should be based on. user rg
authorised activity. The roles are ofteén
assignment’s and similar needs for 4
information resources-system adm
developers, data entry personnel, etc.
users should be categorised as temporary g .guest users.

particular
strators, software
appropriate, remote

[7.5.2] User Privileges

Create a matrixﬁﬁhét shows the users or user categories cross-
listed with théif,@privileges. The . priv;léges are customarily
placed in groups that define what system iesources or services a
user can read, write, change, execute, cgﬁéte, delete, install,
' remove, turn on, or turn off. o



[7.5.3] Configure multivle computers using a tested model

replication procedure

When deploying several computers, especially desktop
workstations, across an organisation, it is better to configure
one appropriately and then propagate thal configuration to all
the others. It should be ensured that this is done in a secure
manner, especially if a network .is used for propagation. This
helps in establishing a consistent level of security on all the
computers to LAN. It also facilitates consistent updating of all
computers as and when necessary.

[7.6] Web Server Security Guidelines

webh server is a program, which listens for http requests on a
TCP/IP port (normally either port 80 or port 443) and serves
html pages in response.

[7:6.1] The essential way to secure a Web Server through the
following steps

1. Installing a Secure Server

2. Configuring Web Server Software and the underlying Web

Server host operating system -
3. Maintaining the Web Server's Integrity

[7.6.2] Practices that should be adopted by business technology
for installing and configuring web server are as follows:

<
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1. Isolate the Web server from public networks and the

organization's internal networks.

2. Care must be taken while placing a public Web server on
University network. It is highly recommended that the
server be placed on a separate, protected subnetwork. This
will ensure that traffic between the Internet and the
server does not traverse any part of the private internal

network and that no internal network traffic is visible to
the server.

To accomplish this, following steps may be taken:
a. Place the web server on a subnet isolated from public

and internal network. :
b. Use firewall technology to restrict traffic between a
public network and the web server and between the web

server and the internal network.



¢.-Place the servers providing email, directory and
database services in support of the web site on a
proteclted subnetwork.

d. Disable <11 source routing functions in the firewalls
and routers protecting the public web server.

e. Disable IP forwarding and source routing on the web
server and the server hosts that provide supporting

services.

[7.6.3] Configure the Web server with :appropriate object,
device, and file access controls. This is necessary for the
following reasons

a. To llmlt access to the Web server software

“b.To apply access controls Spec1f1c to the Web serﬁef

where more detalled levels of access control are
required

To configure this, following steps may be taken:

a. The web server should be conflgured to execute under a

unique individual user and group identity. <This is
important for implementing acces§ .controls on various
files, wviz. Server log files, | system software and

configuration files, password files etc.

b. The protection needed for various files, devices aﬂa'

objects specific to the web server should be identified.

c. Time-outs and other controls to mltlgate the effects of DOS
attacks should be configured. o

d. The file serving of web server file listings should be
disabled.

"

[7.6.4] Configure the Web server to use authentication and
encryption technologies, where required: "

Without strong user authentication, one ay not be able to
restrict access to specific 1nformat10n éby authorized users.
Before placing any sensitive or restrlctd (i.e. not for public
consumption) information on a public Web §erver, one  needs to
determine the specific security and prote'- on requirements and
confirm that the available technologies, 1ike SSL (Secure Socket
Layer), S/HTTP (Secure Hypertext: Transpop_ Protocol), and SET
(Secure Electronlc‘Transactlon) can meet the_é requirements.

[7.7] Firewall Secu;lty Guidelines



L Erovides  §py Foduct ury Inlormat jop, alwon firewal)s and
o (BT R pPolicy Primarjg Y Lo  assisgt Lhoso responsibh]le for
et work securit Y- It add ess5ey “oncepts relat ing to ¢ he desj gn,
il evert g an,  depl oyment, ang management of firy €walls ang firewal]
‘NDVironments, This document 1s  not Intended to Provide 4
andatory f famework foy firewalls and firewg 11 en\'fironments, but

at her to Present Suggesteq dpproaches to the topic.
7.7.1] Genera]l Guidelines
1. Business Processes should view firewalls as thejyr first

line of defense from eXternal threats; internaj Security
mMust still pe a top priSrity. Interna) Systems nmust be

to Secure theijr Internet
connections ang their Connections tqo other networks. Proper
Firewall should pe frameq and followeq
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4S5 necessary. a formai Process shoulgqg be used for Managing

Organizations should recognize that all system
administration, €Specially firewall administration,
requires Significant time ang training. Organizations

Should . ensure that their administrator receive regujar
training so a5 Lo .stay - curvent With  threats and
Vv .lnerabilitijes. ‘ :

7.8.1] Every employee wWill bpe issued with 4 unique

“ication code to access the business technology and will
uired to set 4 password for €vVery single access of the
with University Network

-8.2] Each pPassword is to be set by the employee
ves with at least one capital letter, one small letter,

-



ame - digit; one special character and in total of 8 characters

which is not to be shared with any employee within the business.

[7.8=31 Universityy ICT Division is responsible for the
issuing of the identification code and initial password for all
employees.

[7.8.4] Where an employee forgets the password or 1is
‘locked out’ after threz wrong failure attempts, then recovering

of the same be done by direct contacting the University ICT

Division or by using recovery procedures available in the work
flow. The University ICT Division is authorised to reissue a new
initial password that will be required to be changed when the

employee 1ogs 1n u51ng “he new 1n1t1al password

[7.8.5] Enmployees -are only authorised to wuse business
computers for persona’. use and will be possible only with
permission from University ICT Division.

[7.8.6] Internet policy will be applicable in time to time
as per direction from the University administration.

[7.8.7] It is the responsibility of University ICT Division
to keep all procedures- for this policy up to date. =

[7.9] Password Policy’

The following policy should be. considered as the minimum
baseline password policy for implementation across all business
process systems in the University. More stringent criteria for .
setting and usage of passwords could be followed (which should
be considered as above the baseline) for any business process

based on the need.

1. Passwords should be changed every 45 days

2. Passwords should be minimum of 8 characters

3. Passwords should ke alphanumeric charactéré with a minimum
of 2 numeric characters. o

4. Blank passwords should not be permltted ;

5. The minimum passwcrd age should be 1 day There should be
no immediate changes of passwords at lgast on a daily
basis. : 47

6. Guest accounts should Dbe removed . immediately on
installation of sy:sitems. :

7. Default system accounts provided by vendor/service provider
should be renamed immediately upon installation of new

systems.




8. Last 5 passwords should not be reused for any reasons.
After 5 unsuccessful attempts, account should pe locked
until the System administrator Teactivates the account .,

9. Users should be  required to change their Passwords
immediate]y after their first logon to their

10. Password should-strictly be kept private and confidential] .
Passwords should not be shared, coded into programs, stored
in an unprotected form in any IT systems including mobile
and wireless devices inclusive. Password should not be
written down.

11 .Password should not' be displayed in plain text while
logging in. Passwords must be masked.

12.Passwords SHGSUTd “Be chahdéd”‘immédié%éiy in case of 3
Suspected compromise or a wrongful disclosure Scenario.

13.Responsibility_ 0f maintaining confidentiality of User
passwords should rest with the User.

' 14.Passwords should be communicated Securely to the Users,
Temporary Secure. passwords should be informed to Users first
time, €nabling IMMEDIATE change over to passwords of User’s
choice, as per the policy.

15.There should be é& process—to verify the*identity of the

password. For example, IT Service Desk Oor System
Administrators should communicate passwords to identified
users only after confirming . certain user details 1like
Employee number, Date of joining etc.

16.Initial temporary user passwords should be 1linked with
unique identifiers of a user and should not be guessable.

17.Users should. refrain from using any gption ‘which helps
"Remember Passwords” in any applicatioﬁ-_ t the end user
machine or. at application level itself ffor convenience
purposes. ' A

18.Users should be held ‘responsible for ;;Vgry transaction

20 Any’-employee/contracpﬁr/partner/vendor/seryibe provider or
supplier knowing }dr;tical System passwotﬂs_ for business
purposes should i%¥e - bound by standardf_ Non-Disclosure
Agreements (NDA). = e

21.Whenever key persohnel-administering or .h ying privileged
access to the system” leaves the business ?br changes role

T T T T h oy ke e 5t v
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wilhin the bhosiness he sysltem passwords should be changedd

immediately
22.Users should refrain lrom using same passwords for business

and non-business purposes.
[7.10] Additional Policies for Website Policy

Reference: System  Security Guidelines by Indian Computer

Emergency Response Team
[8] Information Technology Administration Policy

Administration involves the IT asset management which normally
is the set of business practices that join financial,
contractual and .inveditory functions to support life cycle
management and strategic decision making for the IT environment.
Assets include all elements of software and hardware that are
found in the business environment.

[8.1] Purpose

This policy provides guidelines for the administration of
information technology assets and resourcées within the business.

[8.2] General proceédures / guidelines

[8.2.1] All software installed and the license information
must be registered on the University ICT ‘Division. It is the
responsibility. of the division to ensure that this register 1is
maintained. The register must record the following minimum

4
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information:

1. Device ID

2. Si No, Model and Device Type

3. What software is installed on every machine

4. What license agreements are in place for each software
package ’

5. Renewal dates if applicable.

6. Location and User of the device

7. Details regarding AMC /Warranty etc.

[8.2.2] Universgity ICT Division is responsible for the
maintenance and ﬁanagement of all service agreements for the
business technology. Any service requirements must first be
approved by the Division.

[8.2.3] University ICT Division is responsible for maintaining
adequate technology spare parts and. other requirements on the
basis of the analysis of necessities.




[8.2.4] A technoloyy audit may be conducted by the University
ICT Division in suspected situations Lo  ensure that all

information technology policies are being adhered to.

[8.2.5] Any unspecified technology administration requirements
should be directed to University ICT Division

[9] Website Policy

Recommended guidelines applies for the development and
management of University web portal and its child websites. The
primary objectives of the guidelines are to ensure that
belonging to any constituent of the University, at any level,

are visitor friendly.

[9.1] Purpose

This policy provides guidelines for the maintenance of - all
relevant technology issues related to the business website which
are to be followed while developing or managing any websites,

web portal or web application under the perspective of

University.

[9.2] General Guidelines

[9.2.1] All the websites should be hosted in the University

Data Centre
[9.2.2] A Website Register is to be followed which must recd}d
the following minimum details:

1. List of domain names registered to the business
2.All the domain names should be in the format of

{name}.ssus.ac.in
3. Super user credentials

[9.2.3] The keeping the register up to date will be the

responsibility of University ICT Division.
[9.2.4] All content on the business website must be provided

by respective business areas from the University in time to time
through any University Administrative Cell (such as 1IQAC -

Internal Quality Assurance cell) or from the authorized
nodes/points which are directed by the University
Administration. . Relevant communication must be made by the

University Administration to such Business Nodes.




wilhin the business the System passwords should be  changed
inmecdiataoly

22.:0sers should refrain from using same passwords for business

and non-business purposes.
[7.10] Additional Policies for Website Policy

Reference: System Security Guidelines by Indian Computer

Imergency Response Team
[B] Information Technology Administration Policy

Administration involves the IT asset management which normally
1s the set of business practices that join financial,
contractual and iﬁventory functions to support 1life <cycle
management and strategic decision making for the IT environment.
Assets include all elements of software and hardware that are

found in the business environment.

[8.1] Purpose

This policy provides guidelines for the administration of
information technology assets and resourcées within the business.

[8.2] General procedures / guidelines

[8.2.1] All software installed and the license information
must be registered on the University ICT Division. It- is the
responsibility of the division to ensure that this register is
maintained. The register must record the following minimum
information: e

1l. Device ID

2. 51 No, Model and Device Type

3. What software is installed on every machine

4. What license agreements are in place for each software

packagé

5. Renewal dates if applicable.

6. Location and User of the device

7. Details regarding BAMC /Warranty etc.

[8.2.2] University ICT Division 1is responsible for the
naintenance and management of all service agreements for the
business technology. Any service requirements must first be
approved by the Division.

[8.2.3] University ICT Division is responsible for maintaining
adequate technology spare parts and. other requirements on the
basis of the analysis of necessities.




(9.2.5] The wonter O Lhe  woebbite is o be  reviewed by
respective  business areqs bhelore submilting into authorized
cells in University

[9.2.6] The University 1C7 Division is responsible for making
necessary changes and uploading data to the business websites

[9.3] Additional Policies for Website Policy

Reference: Guidelinecs for Indian Government websites - An
Integral Part of Central Secretariat Manual of Office Procedure

[10] E-Mail Policy
These . are the recommended guidelines for the usage and
management of e-mail system for business process.

[10.1] Purpose

This policy provides guidelines for the maintenance of all
relevant technology issues related to the business e-mail

system.
[10.2] General Guidelines

[10.2.1] All the business entities must be provided with
email accounts with the domain name ssus.ac. in

[(10.2.2] For Statutory officers an additional gov.in email

accounts must be used for confidential and government

communications

=

[10.2.3] The fo;lowing are the e-mail accounts for
statutory'officers provided by Government of India (@gov.in)

ViceQ Chancellor: vc.ssu—kef@gov.in
P:o-vice— Chancellcr: pvc.55u4ker@gbv.in
Finance Officer: fo.ssu-ker@gov.in
Registrar: registrar.ssu—ker@gov.in

[10.2.4] All the business area must be used e-mail accounts
for business process provided by University Icr
Division(@ssus.ac.in)

[10.2.5] It is the responsibility of University ICT

Division to create, manage and maintain the user credentials for

each email accounts






[10.2.6] "The uszey
University Data Centre
security features like

cradentials must be stored with in the

m  ils electronic form with
encryptions

[10.2.7] A register
mail accounts issued from

necessar y

is to be kept update for the list of e-
University ICT Division.

[10.3] Additional Policies for E-Mail Policy

Reference: FE-majj] Policy

of Government of India,
EFlectronics and

Information Technology,
Communications and Information Technology

Department of
Ministry of

[11] Electronic Transactigns Policy

This policy provides guideline

s for all electronic transactions
undertaken on behalf of the‘bus

iness.
[11.1] Purpose

The objective of this pPolicy is to ensure that use of
funds transfers and receipts are started
approved in a secure manner.

electronic
+ carried out, and

[11.2] Electronic Funds Transfer (EFT) )
[11.2.1] It is the policy of Business Process that all
payments and receipts should be made by EFT where appropriate.

[11.2.2] All EFT payments and receipts must adhere to all
University Financial policies.

[11.2.3] A1l EFT -
payments must be
business.

arrangements, including receipts

and
submitted to relevant Business

Area of the

[11.2.4] EFT payments must have' " the
authorisation for payment in line with the
transactions policy in the University Finan

appropriate
financial
cial Policies.

[11.3] Electronic Purchases

[11.3.1] All eléctronic purchases by any authorised
employee must adhere to the University Purchasing Policy.

[11.3.2] Where an electronic purchase is being considered,
the person authorising this transaction must ensure that the

internet sales site is secure and safe and be able to
demonstrate that this has been reviewed.



[11.3.3]1 :All electronic pﬂlchasuu must be underlaken using
business c¢redil cards only and therefore adhere to the business
credit card policy in the University Financial Policy.

[12] IT Service Agreements Policy

Information Technclogy Service agreements is the service level
documents prepared at any interaction / usage of third party

services for the business.

[12.1] Purpose

This policy provides guidelines for all IT service agreeﬁents
entered into on behalf of the business.

[12.2] General~Guidelines “" e o

[12.2.1] The following IT service agreements can be entered
into on behalf of the business:

1. Provision of general IT services
2. Provision of network, hardware and software

3. Repairs and maintenance of IT equipment

4. Provision of business software :

5. Provision of mobile phones and relevant plans
6. Website design, maintenance etc.

[12.2.2] All IT service agreements  must be reviewed by
University ICT Division and Legal Section before the agreement
is entered into.

[12.2.3] All IT service agreements, obllgatlons and r%newals
must®be recorded with University Admlnlstratlon '

[12.2.4] Where an IT service agreement renewal is required, in
the event that the agreement is_substan@%g}ly unchanged from the
previous agreement,  then this -agreement renewal <can be
authorised. by {insert relevant job titlefhére}.

[12.2.5] Where an IT service agreementhrenewal is required, in
the event that the agreement has substaht'ally changed from the
previous agreement, University ICT Division and Legal Sectlon
must be reviewed:bzfore the renewal is en red into.

[13] Emergency - aggment-of Information-

[13.1] Purpose

This policy provices guidelines for emergéncy management of all
information technoiogy within the business...




[13.2] IT Hardware Failure

[13.2.1] Where there is failure of any of the business’s
hardware, this must be referred to University ICT Division
inmediately.

[13.2.2] It is the responsibility of technical assistants
or similar nature of job designations to undertake tests on
planned emergency procedures to ensure that all planned

emergency procedures are appropriate and minimise disruption to
business operations.

[13.2.3] When a hardware failure cannot be recovered or
solved in any manner it should be entered into a condemn list
and kept in place with necessary entries by the technical
assistants. This must be done only after the confirmation and
certification from the head of the Division

' [13.2.4] All such failures must - be registered with
University ICT Divisiaon

[13.2.5] The signature for solved issues must be obtained
and recorded from the end users

[13.3] Software Disruptions

[13.3.1] Where there is failure of any' of the business’s
software or business’s information technology is compromised by
software virus or such noticed breaches, this must be referred

to University ICT Division immediately. *

[13.3.2] All such disruptions must be registered with
University ICT Division

[13.3.3] The signature for solved issues must be obtained
and recorded from the end users .

[13.4] Website Disruption

[13.4.1] In the event that business website is disrupted,
the following actions must be immediately undertaken:

[13.4.2] All such disruptions must be registered with
University ICT Division

[14] General guidelines for IT security & Audit Policy
[14.1] Applicable

Policies for All Users ,of the Business Process




[14.1.1] Using D/ Flash Drives

1. Flash drives should be used in consultation with system
administrator/ Controlling Officer (IT) and should Dbe
scanned before use.

2 _ Unofficial CDs or Flash Drives should not be used on office

systems.
[14.1.2] Password

1. Administrative password of all PC, Laptops etc shall be
managed by the System Administrator/ Controlling Officer
(IT) . o

2. Keep the sysfem screen saver enabled with password
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3. Don’'t share or disclose your password.

4. A strong password must be as long as possible, and must
include mixed-case letters, numbers, punctuation marks, and
avoid any personal information, or any of the words in the
dictionary.

5. Change password at regular intervals.

[14.1.3] Backup -

1. Normal  backups from  business  computers is the’
responsibility of the users themnselves
2. Backup should be maintained regularly on the space provided
on central server of the department or on the storage media
as per department policy. ' &
. 3. Always backup the data before leaving the workstation.

[14.1.4] Email Accounts

1. New email accounts for all the departments of the Business
shall be processed through Controlling Officer (IT).

2. The administrative password/ account of all official emails
shall be managed by the Controlling Officer (IT).

[14.1.5] Safety of System
1. Protect the system from unauthorized use, loss or damage,
e.g. the cabin/ door should be locked when not in the

office.
2. Store portable equipment issued to you securely.




Doteneral Interest, Personal  such as Advertising, Brokerage
and Trading, Games, Social Network ing, Real Estat e, News
and Media etc.

6. General Interest Business such as Finance and Banking,

Business, Armed Forces etc.
[14.1.11] Audit Policy

Purpose of the audit policy is to provide the guidelines to
security audit team to conduct a security audit on IT based
infrastructure system at various departments of the business.
Security Audit is done to protect entire system from the most
common security threats which includes the following:

1. Access to confidential data

2. Unauthorized access of the department computers.
3. Password disclosure compromise

4. Virus infections.

5. Denial of service attacks.

Audits may be conducted tos

1. Ensure integrity, confidentiality and availability of
information and resources —
2. Monitor all se¥@mEgy measures to ensure conformance with

business secUT T 5% Bisodaels .

3. Investigate security incidents recorded in Security log
book ¥

The Controlling Officer (IT) or system administrator or a
nominated person from the IT division will be responsible for
internal Audit within the department and operations of their sub
dept. When requested and for the purpose of performing an audit,
any access needed will be provided by the end users to the

internal audit team.
This access may include:

1. User level and/or System level access to any computing or
communications device.

2. Access to information (electronic, hardcopy, etc.) .that may
be produced, transmitted or stored on respective Dept.
equipment or premises. '

3. Access to work 'éreas (offices, cubicles, storage areas,
etE) - ‘

4. Access to official email accounts.

-



D ACCess Lo juluuu%in1y monitor and Log traffic
Neltworks .
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E31 5] Conclusion

Ihe 1cT Division and the IT Policy ma
existing administrat:vye hie

y be Managed by the
rarchy of the Uni

Versity.
The. -1 Polig:; Gescribed above is ta

be modifieq dS per the
regulations, refosms, directions €tc., may be undertaken by the
Government of Kerala, Central Ministry and other Government
Agencies.
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