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v LT SECURITY & AUDIT POLICY

A

For

Sree Sankaracharya University
ICT Division

Reference

”

v' Guidelines from Department of Information Technology,
' Government of Kerala ' '
v’ Guidelines from Department of Information Technology,
vuveLiulene Ui lnaia
v Indian Computer Emergency Response Team(CERT-In), Ministry
of Electronics and Information Technology, Government of
India
v Minutes of the 154™ meeting of the Syndicate dated
20.07.2016 - Item no.36 — Establishment of ICT Division in

the University

[1] Introduction

Iﬁformation Security Policies are the cornerstone of information
security effectiveness. The Security Policy 1is intended to
define what is expected from the University with respect to
security of Information Systems. The overall objective is to
control or guide human behavior in an attempt to reduce the risk
to information assets by accidental or deliberate actions.

Information security policies underpin the security and well-
being of information resources. They are the foundation, the
bottom line, of information security within the institution. It
should practice the elements of data security that deeds and
insurance assets are kept safely so that they are available when
it required. :

As per the recommendations from IT policy and audit security,
the ICT peripherals/assets are to be maintained and managed
properly with an organizational manner under technical
supervision in terms of confidentiality, integrity and
availability.



{2] Objective

The IT Policy and Procedure Manual provides the policies and
procedures for selection and use of IT within the business which .
mu§§ be followed by all staff. It also provides guidelines for
the institution which will use to administer these policies,
with the correct procedure to follow.

The main benefits to having this policy and procedure manual can
be majorly enlisted as follows;

[2.1] Ensures all staff are aware of obligations in relation
to _selection, use and safety when utilising information
technology within the business

[2.2] Proven and scientific way to help administrative
entities to make consistent and reliable decisions

[2.3] Helps give each employee a clear understanding as to
what you expect and allow. ‘

lhese poiicies and procedures apply to all the empioyees in the
snstitution.

[3] Technology Hardware Purchasing Policy —

Computer hardware refers to the physical parts of a computer and
related devices. Internal hardware devices include motherboards,
hard drives, and RAM. External hardware devices include
monitors, keyboards, mice, printers, and scanners.

[3.1] Purpose

This policy provides guidelines for the purchase of hardware for
the business to ensure that all hardware technology for the
business 1is appropriate, value for money and where applicable
integrates wi%h other technology for the business. The objective
of this policy is to ensure that there is minimum diversity of
hardware within the business.

[3.2] General Conditions for the policy

£3.2.1] The detailed specifications must be prepared by the
University ICT Division for the area/purpose/system specific as
far as the requirement concerned.

[3.2.2] All puﬁchases of ICT peripheral must be supptrted by
maximum possible guarantee and/or warranty requirements.



(3.2.3] The ICY peripheral purchased must Dbe compatible with
the University ICT system.

. [3.2.4] All purchases for ICT peripheral must be in line
with the purchasing policy.

[3.2.5] The requirement of the ICT peripheral must Dbe
confirmed by University ICT Division

[3.2.6] All purchases for ICT peripherals must be in line
with the purchasing policy in the Financial policies and
procedures manual in the University.

[3.3]“Purchasing desktop computer systems

The desktop computer systems include a - case (containing the
motherboard and processor), a monitor, a keyboard and a mouse.
An all-in-one desktop computer typically combines the case and
monitor in onc unit.

rR 3 1] Minimum items/specification

. Operating systems (consider open source wherever possible)
. Desktop casing cover

. Desktop _screen of 17” —
Keyboard and mouse

Processor 2GHz

4GB RAM

. 1TB Hard Disc

4 number of USB ports

. 1 number of network(RJ45) port
.Necessary data cables

.Necessary power cables

.Necessary supporting documents
13.Necessary supporting softwares
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[3.4] Purchasing portable computer systems

The portable computer systems include portable devices 1like
notebooks, laptops, tablets etc.

[3.4.1] Minimum items/specification

1. Operating systems (consider open source wherever possible)
2. Processor 2GHz

3. 4GB RAMA4

4. 2 number of USB ports

5. 1 number of network(RJ45)

6. Wi-Fi facility



/. Necessary
4. Necessarv powsr cable-=

9. Necessary supporting document s

10.Necessary supporting softwares

[3.5] Purchasing server systems ‘.

The server system is a device that provides functicnality for
other programs or devices, «called "clients" normally knows
client-server model /architecture, and a single overall
computation is distributed across multiple processes or devices.

[3.5.1] Minimum items/specification

1. Open source operating system wherever possible
2. Minimum 4 USB ports

3. Minimum 4 network (RJ45) ports

4. Necessary data cables

5. Necessary power cables

6. Necessary supporting documents

7. Necessary supporting softwares

The detailed specification of the server system including
processor, memory, storage, architecture must be prepared by the
University ICT Division for the area specific.

[3.6] Purchasing computer peripherals

The Computer system peripherals include add-on devices such as
printers, Scanners, external hard drives etc.

Computer peripherals can only be purchased where they are not
included in any hardware purchase or are considered to be an
additional requirement to existing peripherals.

Computer peripherals purchased must be compatible with all other
computer hardware and software in the business.

[3.6.1] Minimum items/specification

1. Necessary data cables

2. Necessary power cables :

3. Necessary Ssupporting documents

4. Necessary supporting soft wares

[3.7] Purchasing mobile phones

A mobile phone is a portable telephone that can make and receive
calls over a radio frequency carrier while the user is moving
within a telephone service area.




@ -7-1] Minimum items/specification

. Necessary data cables

. Necessary power cables

. Necessary supporting documents
. Necessary supporting softwares

SW N

A mobile telephone will only be purchased once the eligibility
criteria is met.

The "purchase of a mobile phone must be ensured the business
takes advantage of volume pricing based discounts provided by
the authorised suppliers. Such discounts should include the
purchase of the phone, the phone call and internet charges etc.

T e L

‘The request for accessories (a hands-free kit etc.) must be
included as part of the initial request for a phone.

[4] Policy for Getting Software

Computer software, is that part of a computer system that
consists of encoded information or computer instructions, in
contrast to the physical hardware from which the system 1is
built.

[4.1] Purpose

This policy provides guidelines for the purchase of software for
the business to ensure that all software used by the business is
appropriate, value for money and where applicable integrates
with other technology for the business. This policy applies to
software obtained as part of hardware bundle / pre-loaded
software / developed by the University ICT Division / developed
from third party sources/ purchased from third party sources.

[4.2] Getting software by developing in-house

1. Open source platform should be used wherever it possible
2. Developing should be monitored by the Project Leader who is
authorized by the ICT Division in time to time
3. Industry standard steps / procedures .must be followed
throughout the SDLC (Software Development Life Cycle)
4. The following systematic development process must be
followed
a. Creating detailed System Requirement
Specification (SRS) '
b. Design and Coding of the Application Software
c. User Acceptance Testing (UAT)



[4.3] CGetting software by developing through outsourcing .

1. Open source platform should be used wherever it possible
2. Developing should be monitored by the Project Leader who is
authorized by the ICT Division in time to time
3. Industry standard steps / procedures must be followed
throughout the SDLC (Software Development Life Cycle)
4. The following systematic development process must be
followed
a. Creating detailed System Requirement
Specification (SRS)
b. Design and Coding of the Application Software
€. User Acceptance Testing (UAT)
5. The deliverable shall be:
a. System Requirement Specifications (SRS)

T ) Application Software

c. Fully documented Source Code (Hard Copy as well as
Soft copy)
d. All necessary licenses wherever applicable
e. User Manuals
f. Training materials
g. Detailed Acceptance Test Plan based on the SRS with
test date
6. Necessary training should be ensured
7. Necessary AMC may be procured

[4.4] Getting software by purchasing

1. All software, must be approved by University ICT Division
prior to the use / download / purchase of such software.

2. All purchased software must be purchased from authorized
dealers / suppliers

3. All purchases of software must be supported by maximum
possible guarantee and/or warranty and be compatible with
-the business’s server and/or hardware system.

4. Any changes from the above requirements must be authorised
by University ICT Division

5. All purchases for software must be in line with the
purchasing policy in the Financial policies and procedures
manual in the University.

6. Obtaining open source or freeware software wherever
possible

7. 0Open source or freeware software can be obtained without
payment and usually downloaded directly from the internet.
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10.

In the event that open source of freeware software is
required, approval from University ICT Division must be
obtained prior to the download or use of such software.
All open source or freeware must be compatible with the
business’s hardware and software systems.

Any change from the above requirements must be
authorized by University ICT Division.

[5] Policy for Use of Software

[5.1] Purpose

This policy provides guidelines for the use of software for
all employees within the business to ensure that all software
use 1is appropriate. Under this policy, the use of all open
source and freeware software will be conducted under the same
procedures outlined for commercial software.

[6.2] Software Licensing

i.

All computer software copyrights and terms of all
software licenses will be followed by all employees of
the University.

Where licensing states limited usage (i.e. number of
computers or users etc.), then it is the responsibility
of University ICT Division to ensure these terms are
followed.

University ICT Division is responsible for completing a
software audit of all hardware to ensure that software
copyrights and license agreements are adhered to.

The University shall make use of free software as far as
possible.

Software Installation

All software must be appropriately registered with the
supplier where this is a requirement.

Only software obtained in accordance with the getting
software policy is to be installed on the business’s
computers.

All software installation is to be carried out by the
University ICT Division

A software upgrade shall not be installed on a computer
that does not already have a copy of the original version
of the software loaded on it.

&

Software Usage

Only software purchased in accordance with the getting
software policy is to be used within the business.



2. Prior to the use of any software, the employee musl receive
instructions on any licensing agreements relating to the
software, including any restrictions on use of the
software.

3. A1l employees within the University must receive training
for all new software. This includes new employees to be
trained to use existing software appropriately. This
ensuring wil. be the responsibility of respective heads in
the business areas. ‘

4. Employees are prohibited from bringing software from home
and loading -t onto the business’s computer hardware.

5. Unless express approval from University ICT Division 1is
obtained, scftware' cannot be taken home and. loaded. on a

e e T BN 6 AR e e sk b - PR N

“émployees” Thome computer
6. Where an employee is. required ‘to. use software at home, an
evaluation of providing the employee with a portable
computer should.be undertaken in the first instance. Where
it is found that software can b used on the employee’s
home computer, authorisation from Unlver51ty ICT Diwvision
is required to purchase separate’3oftware if licensing or
copyright restrictions apply. Where software is purchased
in this circumstance, it remains the property of the
business anc must be recorded on the software register by
. University IZT Division
¢ 7. Unauthorised software is prohlblted from being used in the
business. This includes the usage:: of open source, freeware
and commerc:al, which 1is owned.jby, an employee and, used
within the baisiness. o N
8. The unaudthorised duplicating, acqu
copies is prohibited. Any. employe
uses unauthorised copies of soft
University ICT Division for
consultation, reprimand action et he illegal duplication
of software or other copyrighte jorks ~is not condoned
within this business and Univegsity ICT Division is
responsible to recommend discipﬁ?” y action where such
event occurs. % '

ng or use of software
ho makes, acquires, or
will be referred to
Jonsequences, further

[5.5] Breach of_Pdlicy

y by an employee, that
business heads for
primand action etc.

each of the use of
cy, they are obliged

1. Where there ls a breach of this pg
employee w31l be referred  tg
consequences. further consultaticn,

2. Where an employee 1is aware of
software in agccordance with this




. Lo notify respaecltive  business  heads  or University LG
Division immediately. [u Lhe event that the breach is not

reported and it is determined Lhat an employee failed to
report the breach, then that cmployee will be referred to
business heads -for consequences, further consultation,

reprimand action etc.
[6] Policy for Own Device

For all business it is acknowledged that the importance of
mobile technologies in improving business communication and
productivity. In addition to the increased use of mobile
devices, staff members have requested the option of connecting
their own mobile devicdes to University Netwark and business

equipment .
[6.1] Purpose

This policy provides guidelines for the use of personally owned
notebooks, smart phones, tablets and any kind of mobile devices
for business purposes. All staff who use Oor access the
.University Network / Business Technology equipment and/or

services are bound by the conditions of this Policy.
[6.2] Mobile devices approved for business use

1. The following personally owned mobile devices are approved
to be used for business purposes:
a.Notebooks,_
b. Smart phones,
c. Tablets,
d. Removable media

1

[6.3] Registration of bPersonal mobile devices for business use

1. Employees when using personal devices for business use will
register the device with University Network / Business

Technology Equipment.
2. University ICT Division will record the device and all

applications used by the device.
3. Personal mobile devices can only be used for the following
business purposes:
a. email access
b. business internet access
C. business telephone calls
d. business portals
e. e-Governance application




1. Bach Prhoyece wha oy ilinesy Personal mobhi e devices AYgrae:s -

i N Lo download oy Cransfer busi Ness or per s0na |
Sensiljve information Lo the devieceo.

Iy, Neet g download or MANSLEr sensitive / confidentiaj
irtormat ion such as jﬁlullectnul Property, other
enployee detaijls eta,

DL Not  tc Use  the registered mobile device 45 the sole
repository for Business Information. All business

informa:ion stored on mobile devices should be backeqd up

6. Make €v/ery reasonable effort to ensure that {Business
Name} 's information is not compromised through the use of
mobile equipment in g4 public place. Screens displaying
sensitive or eritical information should not pe seen by
unauthOJised{persons and all registeored devices should
bassword protecteqd

7. Maintair the device properly with itss maintenance
requiren=ants of mobile devices such as Current Operating
software, Ccurrent Security software ete.,

8. Not share the device with other individuals to protect the
business data dccess through the device

9. Abide by Business Internet Policy for dppropriate use and
access o internet sites etc. o

10.Notify O Business Head and University 1c7T Division.
immediately in the event of loss or theft of the registered
device

11.Not to onnect USB memory sticks from an untrusted or
unknown ssurce to University Network / Business Technology
Equipment ' X
12.A11 emplc yees who have a registered Personal mobijile device
for business Use acknowledge that the business:
a. Owns all intellectual Property created on the device
b. Can AcGcess all data held on  the device, including

wants to sell the device
f.will delete 313 data held onp the device upon
termination of the employee. The terminated employee
can raquest bpersonal data be reinstated from back up
data
g. Has the right to deregister the device for business
use at any time.

-



[6.4] Keeping mobile devices secure

1. The  following, must be obscrved when handli ng mobile
computing devices (such as notebooks, tablets and smart
phones) :

d. Mobile computer devices must never be left unattended
in a public place, or in an unlocked house, or in a
motor vehicle, even if it is locked. Wherever possible
they should be kept on the person or securely locked
away

b. Cable locking devices should also be considered for
use with laptop computers in public places, e.g. in a
seminar or conference, even when the laptop is
attended

C. Mobile devices may be carried as hand luggage when
travelling by aircraft.

[6.5] Exemptions

This policy is‘mandatory unless University ICT Division grants
an exemption. Any requests for exemptions from any of the
business directives, should be referred to the University ICT

Division. _ —
[6.6] Breach of this policy

Any breach of this policy will be referred to University ICT
Division who will review the breach and determine adequate
consequences, which can include such as confiscation of ¥the
device and or termination of relevant services.

[6.7] Indemnity

University ICT Division bears no responsibility whatsoever for
any legal ‘action threatened or started due to conduct and
activities of staff in accessing or using- these resources or
facilities. All staff indemnify the' business process against any
and all damages, costs and expenses suffered by the business
area arising out of any unlawful or improper conduct and
activity, and in respect of any action, settlement or
compromise, or any statutory infringement. Legal prosecution
following a breach of these conditions may result independently
from any action by University ICT Division.

[7] Information Technology Security Policy

Information Technology Security also known as, IT Security 1is
the process of implerfienting measures and systems designed to



securely prolect ard salfeguard information (business and
personal data, voice conversations, still images, motion
pictures, multimedia presentations, including those not yet
conceived) utilizing various forms of technology developed to
create, store, use awd'exchange such information against any
unauthorized access misuse, malfunction, modification,
destruction, or improper disclosure, thereby preserving the
value, confidentialitv, integrity, availability, intended use
and its ability to perform their permitted critical functions.

[7.1] Purpose

This policy provides guidelines for the protection and use of
1nformatlon technology assets and resources within the bu51ness
to ensure 1ntegrlty, COHfldeHleliLy and avallablllty of data

and assets.
[7.2] Physical Security

' [7.2.1] All servers, malnframes and other principal network
assets for any kind of business in the ‘University must be
installed in the Unive:sity Data Centre.

[7.2.2] University Data Centre will act as —a principal
physical location = of all University Business Technology
Equipment and its management and appropriate user access
privileges rules will be created, monitored and maintained by
the University ICT Civision in time to ‘time by using its
constituents and will be treated its _Proprietaries wigh
University ICT Divisior itself. :

<

[7.2.3] It will be the respon51b111ty of University ICT
Division to ensure that this requirement is followed at all
times. Any employee becoming aware of a breach to this security
requirement is obliged to notify = University LCT
Division/Administration immediately.

[7.2.4] All security and safety of all portable technology
(such as notebook, cablet/pads, smartphones) will be the
responsibility of the employee who has been ASSued with. Each
employee is required to use such devices and to -ensure the asset
is kept safely at all times to protect the securlty of the asset
issued to them.

[7.2.5] In the ewvent of loss or damage; University iCT
Division will assess the security measures - undertaken to



et camine  if Lhe employee will be required Lo reimburse Lhe

business [or the loss or damage.

[7.2.6] All portable devices when keplt at the office desk
is to be secured by relevant security measure such as keypad,
lock etc. provided by the University ICT Division

[7.3] Information Security

7.3 1] All the issued business devices (servers,
computers, laptops/notebooks, tablets/pads, smartphones etc.)
Tor Business Purposes must .pe administrated by the University
I~T Division using necessary User Access Controls / Privileges

[7.3.2] All the users must keep a check list of Yelevant
data to be backed up either general such as sensitive, valuable,
or critical business data in the issued business devices issued
with. '

[7.3.3] It is the responsibility of employee to ensure that
daily data back-ups are conducted

[7.3.4] All technology that has internet access must have
anti-virus software installed. It is the responsibility of
University ICT Division to install all anti-virus software and
ensure that this software remains up to date on all technology
used by the business.

<
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[7.3.5] All information used within the business is to.
adhere to: the privacy laws and the business’s confidentiality
r jJuirements. Any employee breaching this will be suffering from
relevant consequences.

[7.4] Server Operating System Security Guidelines

Before installation of server one should first identify role of
the server. The server role means applications running on the
server. The server can be deployed as a file server, - print
server, mall server, web server or database server. Based on the
server role or applications running on it, System Administrator
(SA) can categorize the server under low, medium or high threat
>erception. In all cases the SA have to plan for adequate server
security Lo ensure confidentiality, integrity and availability
>f data.

7.4.1] Identification of network services

letwork services will depend upon the role of the server 1like
sccount server, Web server, Mail serverl, Database server etc. As






