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(Abstract)

PLD- Implementation of IT Policy in the University - Sanctioned-orders issued.

PLANNING AND DEVELOPMENT SECTION

No. PLD/2607 /SSUS/2014 (subfile) Dated, Kalady, 16.02.2018
Ref:  Minutes of the 09/10(165%) Meeting of the Syndicate held on 24.11.2017
(Item No. 7) ‘

ORDER

Vide reference listed above 9/17(165%) meeting of the Syndicate after
considering the recommendations of the standing committees on planning &
Development held on 15.11.2017 and Accounts Audit & Legal held on 21.11.2017
resolved to accept the IT Policy .1t is also resolved to incorporate a sub-clause 4 in clause
5.2 that “The university shall make use of free software as far as possible”. Further
resolved to constitute an Expert Committee under the Chairmanship of the Registrar to
implement I'T Policy and manage all I'T related affairs in this University. Considering the
above sanction has been accorded by the Hon'ble vice Chancellor to implement the afore
said resolution of the Syndicate. Orders are issued accordingly.

Sd/-
Pr T.P. Raveendran

Registrar
Copy to:

‘ PSto VC/ PVC/Regr ‘
Director-Planning and Development / I o dxml(f* } [T /(,

#

1A/Accounts/Bill/Cash/LFA/SF/EC/IQAC ¢

Forwarded/By Order

¥4 Section Officer
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®. IT SECURITY & AUDIT POLICY
For

Sree Sankaracharya University
ICT Division

Reference

v/ Guidelines from Department of Information Technology,
Government of Kerala '

v Guidelines from Department of Information Technology,
v eliadene Ui lnaia

v/ Indian Computer Emergency Response Team(CERT-In), Ministry
of Electronics and Information Technology, Government of
India ) :

v Minutes of the 154" meeting of the Syndicate dated
20.07.2016 - Item no.36 — Establishment of ICT Division in

the University

[1] Introduction

Information Security Policies are the cornerstone of information
security effectiveness. The Security Policy 1s” intended to
define what 1s expected from the University with respect to
security of iInformation Systems. The overall objective is to
control or guide human behavior in an attempt to reduce the risk
to information assets by accidental or deliberate actions.

Information security policiess underpin the security and well-
being of information resounrces. They are the foundation, the
bottom line, of information security within the institution. It
should practice the elements of data security that deeds and
insurance assets are kept safely so that they are available when
it required. .

As per the recommendations from IT policy and audit security,
the ICT peripherals/assets are tc be maeintained and managed

properly with an organizational manner under technical
supervision in terms of cbnﬁ;d@n:i&ziay, integrity ancd
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th the correct procedure to follow.

The main benefits to having this policy and procedure manual can

s,

jorly enlisted as follows:

[2.1] Ensures all staff are aware of obligations in relation
to _selection, use and safety when utilising information

technology within the business

[2.2] Proven and scientific way to help administrative
entities to make consistent and relliable decisions

[2.3] Helps ¢give each employee a clear understanding as to
what you expect and allow.

1hese poilcies and procedures apply to all the employees in tne
institution.

[3] Technology Hardware Purchasing Policy

Computer hardware refers to the physical parts of a computer and
related devices. Internal hardware devices include motherboards,
hard drives, and RAM. Exzxternal hardware devices include
monitors, keyboards, mice, printers, and scanners.

[3.1] Purpose

This policy provides guidelines for the purchase of hardware for
the business to ensure that all hardware technology for the
business 1is appropriate, value for money and where applicable
integrates with other technology for the business. The objective
of this policy is to ensure that there is minimum diversity of
hardware within- the business.

[3.2] General Conditions for the policy

[3.2.1]1 The detailed specifications must be prepared by the
P—

University ICT Division for the area/purpose/system specific as
far as the requirement concerned.

[3.2.2] All purchases of ICT peripheral must be supported by
maximum possible guarantee and/or warranty requirements.
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12.5] Purchasing server systoms ’ "

The server system is a device that provides functicnality
other ar deviges, cal e "olisnts” T knows
client-server model /architecture, and & singlie overall

computatic distributed

[3.5.1] Minimum items/specification

1. 0Open source operating system wherever possible
. Minimum 4 USB ports

Minimum 4 network (RJi45) ports

Necessary. data cables

L 001

I8

2. Necessary power cables
6. Necessary supporting documents

7. Necessary supporting sofitwares

e B R
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The detailed specification of the server system el B TO G
processor, memory, storage, architecture must be prepared by the

University ICT Division for the area specific.

[3.6] Purchasing computer peripherals

The Computer system peripherals include add~on devices such as

printers, scanners, external hard drives etq.

Computer peripherals can only be purchased where they are not
included in any hardware purchase or are considered to be an

additional requirement to gxisting peripherals.

Computer peripherals purchased must be compatible with all other
computer hardware and software in the business.

{3.6.1] Minimum items/specification

1 cables
2. Necessary power cables
3. Necessary supporting documents
4. Necessary supporting soft wares

[3.7] Purchasing mobile phones

A mobile phone .is a portable telephone that can make and receive

calls over a radio frequency carrier while the user is moving

IR

within a telephone service area.
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.3 .7.1] Minimum items/specification

data cables

st
7
3]
"

Z. Nece
3. Necess
4. Necessary supporting softwares

power cables
supporting documents

A mobile telephone will only be purchased once the eligibility
criteria is met.

The purchase of a mobile phone must Dbe ensured the business
takes advantage of volume pricing based discounts "provided by
the authorised suppliers. Such discounts should include the
purchase of the phone, the phone call and internet charges etc.

The request for accessories (a hands-free kit etc.) must be
included as part of the initial request for a phone.

[4] Policy for Getting Software

Computer software, is that part of a computer system that
consists of encoded information or computer instructions, in
contrast to the physical hardware from which the systen is
built.

[4.1] Purpose

This policy provides guidelines for the purchase of software for
the business to ensure that all software used by the business is
appropriate, value for money and where applicable inteégrates
with other technology for the business. This policy applies to
software obtained as part of hardware bundle / pre-loaded
software / developed by the University ICT Division / developed
from third party sources/ purchased from third party sources.

{4.2] Getting software by developing in-house

1. Open source platform should be used wherever it possible
2. Developing should be monitored by the Project Leader who 1is
authorized by the ICT Division in time to time
3. Industry standard steps / procedures must be followed
throughout the S$DLC (Software Development Life Cycle)
4. The following syStematiC development process must be
followed
a. Creating detailed System Regulirement
Specification {SRS)
b. Design and Coding of the Application Software
c. U
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3] CGetting Boftware by developing through culsourcing

Jpern source shaould bhe used

it possible

monlitored by the Pro Leadsr who is

2. Developing shou

by the ICT Division in time to time

3. Industry standard /' procedures must be followed
throughout the SDLC (Software Development Life Cyvcle)

4. The following systematic development process must be
followed

a. Creating detalled System Requirement
Specification (SRS)
b. Design and Coding of the Application Software
c. User Acceptance Testing (UAT)
2. The deliverable shall be:
a. System Requirement Specifications(SRS)
o Application Softwarce ' '
¢. Fully documented Source Code (Hard Copy as well as
Sott copy)
. All necessary licenses wherever applicable
- User Manuals
. Training materials
Detaided Acceptance Test Plan based on the SRS with
test date
6. Necessary training should be ensured
7. Necessary BMC may be procured

e S (I O

s

-4] Getting software by purchasing

1.All software, must be approved by University ICT Division
prior to the use / download / purchase of such software.

2. All purchased software must be purchased from authorized
dealers / suppliers

3. All purchases of software must be Supported by maximum
possible guarantee and/or warranty and be compatible with
-the business’s server and/or hardware system.

fisy

- Any changes from the above requirements must be authorised
by University ICT Division

9. All purchases for software must be in line with the
purchasing policy in the Financial policies and procedures
manual in the University.

- Obtaining open source or freeware software wherever

&

cossible
7. Open source or freeware software can be obtained without
tly from the 'internet.

Payment and usually downloaded dire

({
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In the event that open source of freeware software 1is
required, approval from University ICT Division must be
obtained prior to the download or use of such software.
All open source or freeware must be compatible with the
business’s hardware and software systems.

Any change from ‘the above requirements must be
authorized by University ICT Division.

[5] Policy for Use of Software

[5.1]

Purpose

This policy provides guidelines for the use of software for
all employees within the business to ensure that all software
use 1is appropriate. Under this policy, the use of all open
source and freeware software will be conducted under the same
procedures outlined for commercial software.

[5.2]

L.

[5.4]

Software Licensing

All computer software copyrights and terms of all
software licenses will be followed by all employees of
the University.

Where licensing states limited usage {i.e. number of
computers or users etc.), then it is the responsibility
of University ICT Division to ensure these terms are
followed.

University ICT Division is responsible for completing a
software audit of all hardware to ensure that software
copyrights and license agreements are adhered to.

The University shall make use of free software as far as
possible.

Software Installation

All software must be appropriately registered with the
supplier where this is a reguirement.

Only software obtained in accordance with the getting
software policy is to be installed on the business’s

computers.
All software installation is to be carried out by the

University ICT Division
A software upgrade shall not be installed on a computer

that does not already have a copy of the original version
of the scftware loaded on it. ‘ -

&

Software Usage

Only software purchased in accordance with the getting
software policy is to be used within the business.

{
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2. Prior to the use of any software, the employee musl receive

instructions on  any

nsang agreements relating t¢o tLhe
software, inecluding any restrictions on use of the
software.,

3. A11 employees within the University must receive training

software. This includes new employees to be

for all new 3
trained to use existing scoftware appropriately. This

ensuring wil. be the responsibility of respective heads in

the bhusiness
4. Employees are prohibited from bringing software from home

and loading _t onto the business’s computer hardware.
5. Unless express approval from University ICT Division is
and loaded on a

O TR e i e 5 At s e P

obtained,- scftware cannot be taken home
émployess’ home computer 0 7

6. Where an employee 1is reguired to . use software at home, an
evaluation of providing the employee with a 'portabie
computer should be undertaken 1in ?he first instance. Where
it is found that software can Dbe used on the employee’s
home computer, authorisation frmﬁfﬁﬁiversity ICT Division
is required to purchase separate software if licensing or
copyright restrictions apply. Where software is purchased
in this “~ciccumstance, it remains the property of the
business anc must be recorded on the software register by
University I:2T Division

7. Unauthorised software is prohibited from being used in the
business. This includes the usage of open source, freeware
and commercial, which is owned by an employee and used
within the bisiness. 9 N

§. The unauthorised duplicating, acquiring or use of software
copies 1is prohibited. Any employe ho makes, acquires, or
uses unauthcorised copies of software will be referred to
University CT Division for{ %jonsequenaes, further
consultation, reprimand action etci¥fThe illegal duplication
of software or other copyrighte orks is not condoned
within this business and Univergity ICT Division is
responsible to recommend discipl

avent occurs.
{5.5] Breach of. Policy
1. Where there is a breach of this pg
employee w.ll be referred to

consequences, further consultation,
2. Where an employee is aware of a
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Mivinion jwmediately, in the cvenl that the breech is nol
roparbed angd 31 38 delormined that o an employece failed 1O
repsrl the bryeach, then Lhat cwployes will L referred Lo
business  heads “for  consequoenceas, furrther consuitalion,

repramand action eto.

[6] Policy for Own Device

For all business it is acknowledged that the importance ol
nobile t@éhnaiogies in  dimproving business communication and
productivity. 1In addition to the Iincreased use of mobile
devices, staff members have requested the option .of connecting
their own mobile deviges to Universily Network and business
equipment,

[6.1] Purpose

This policy provides guidelines for the use of personally owned
"notebooks, smart phones, tablets and any kind of meobile devices
for Dbusiness purposes. All staff who use or access the
‘University Network / Business Technology egqguipment and/or
services are bound by the conditions of this Policy.’

[6.2] Mobile devices approved for business use

1. The following personally owned mobile devices are approved
to be used for business purposes: '
a. Notebooks,
b. Smart phones,
c. Tablets,
d. Removable media ‘

[6.3] Registration of personal mobile devices for business use

1. Employees when using personal devices for business use will
register the device with University ©Network / Business
Technology Eguipment . '

2. University ICT Division will record the device and all
applications used by the device.

3. Perscnal mobile devices can only be used for the following

business purposes: {
a.email access
b. business internet access Q§J
c¢. business telephone calls ﬁ‘g

d. business portals
e. e-Governance applLication

Dr. DHARMARQAJAN P.K.
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ooy v Gl L e Pt seshad moblde devives gy ows s
] (i franstor Business  or porson.
. Pt to T he dev i
{» i ] ransler sensilive /7 conlideniia
Py ormat Do st as inteliectual property, othio
enployee detarls elo.
B, Mo T une Lhe gegisterad mobile device as  the  sold
FRPOSIE oary for Business Information. All busines:

informa don stored on mohile devices should be backed up

6. Make oyery  reasonable effort  to ensure that {Business
Name ] 's informat ton is nol compromised through the use of
mobile equipment in a public place. Screens displaying
sensitite or critical information should not be seen by
unauthol ised  persons and all registered devices should .
password protected

7. Maintair Lhe device propexrly with its maintenance
reguiren 2nts of mobile devices such as current operating
software, current security software etc.

8. Not share the device with other individuals to protect the

ess through the device

Internet Policy for appropriate use and

business data acc

9. Ahide by Busine
access o internet sites etc.

10.Notify Lo Business Head and University ICT Division
immediately in the event of loss or theft of the registered
device

11.Not to connect USB memory sticks from an untrusted or
unknown soHurce to University Network / Business Technology

[l

Equipment
12,411 emplcyees who have a registered personal mobile device
for busingss use acknowledge that the business:
a. Owns all intellectual propervty created on the device
b. Can access all data held on the device, including
persenal data
c. Will regularly back-up data have held on the device
d. Will delete all data held on the device in the event
of lcss or theft of the device
e. Has 1ivrst right to buy the device where the employee
wants to sell the device ‘
f.Will delete all data held on the device upon
termitation of the employee. The terminated employee
can ra:gquest personal data be reinstated from back up
data

. Has the vight 1o ijﬂfegiﬁ}@f the device for business

\
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[6.4] Keeping mobile devices secure
L. Gl Tollowing msd i b e g e wlhicn Bandl ing oot L

sibing  devices {such s notebooks, tablets  and  smar

phones) :
G. Mobile computer devices must never pe lefit unatilended

in a public place, or in an unlocked house, or in a
motor vehicle, even i1f it 1s locked. Wherever possible
they should be
away

b. Cable locking
use with laptop computers in public places, e.g. in a
seminar or conference, even when the laptop is
attended

c. Mobile devices
travelling by aircraft.

kept on the person or securely lockecd

devices should also be considered for

may be carried as hand luggage when

{6.5] Exemptions
This policy is mandatory unless University ICT Division grants
exemption. Any requests for e¢xemptions from any of the

1

an :
should be referred to the University ICT

business directives,
Division.

[6.6] Breach of this policy

Any breach of this policy will be referred to University ICT
Division who will review the Dbreach and determine adequate
consequences, which can include such as confiscation of ¢ the
devic&\and or termination of relevant services.

16.7] Indemnity

University ICT Division bears no responsibility whatsoever for
any legal action threatened or started .due to <conduct and
activities of staff in accessing or using- these resources or
facilities. All staff indemnify the business process against any
and all damages, costs and expenses suffered by the business
area arising out of any unlawful or improper conduct and
activity, and in respect of any action, settlement or
compromise, or any statutory infringement. Legal prosecution
following a breach of these conditions may result independently
from any action by University ICT Division.

[7] Information Technology Security Policy

Information Technology Security alsc known as, IT Security is
the process of impledienting measures Iamd systems designed to

\Qr
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create, store, 11 exchange such information against  any

nnauthorized BCCRSS misuse, malfunction, modification,
destruction, or. amproper disclosure, thereby preserving the

value, confidentiality, integrity, availability, intended use

and its ability to perform their permitted critical functions.

[7.1] Purpose

This policy provides guidelines for the protection and use of
information technology assets and resources within the business
confidentialily and availability of data

to ensure integrity,

and assets.
[7.2] Physical Security

: [7.2.1] All servers, mainframes and other principal network

assets for any kind of business 1in the University must be
installed in the University Data Centre.

{[7.2.2] University Data Centre will act as -a principal
physical location of all University  Business Technology
Equipment and its management and appropriate user access
privileges rules - will be created, monitored and maintained by
the University ICT Civision in time to time by using its
constituents and will be treated its proprietaries wiith
University ICT Pivisior itself.

[7.2.3] It will be the responsibility of University ICT

Division to ensure that this requirement is followed at all

Any employee becoming aware of & breach to this security

times.
notify University ey

regquirement is obliged to
Division/Administration immediately.

{7.2.4] All security and safety of all portable technology
(such as notebook, cablet/pads, smartphoneg} will Dbe the
responsibility of the =mployee who has been.ﬁssued with. Each
employee is required to use such devices and to ensure the asset
is kept safely at all times to protect the security of the asset
issued to them.

[7.2.5] In the event of loss or damage, University iCT

: measures undertaken to

Division  will assess the securily s
Dr. DHARMARAJAN P.K.
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[7.2.6] All portable devices when kepl al the of fice desk
is to be secured by relevant security measure such as keypad,
lack et.c. provided by the University ICT Division
[7.3] Information Security

I | All the issued husiness devices (servers,

computers, laptops/notebooks, tablets/pads, smartphones etc.)
for Business Purposes must bpe administrated by the University
I~T Division using necessary User Access Controls / Privileges

[7.3.2] All the users must keep a check list of relevant
data to be backed up either general such as sensitive, véluabie,
sy critical business data in the issued business devices lissued
W g o ’

[7.3.3] It is the responsibility of emplovee to ensure that
laily data back-ups are conducted

[7.3.4]1 All technology that has internet access must have
inti-virus software installed. It is the responsibility of
Iniversity ICT Division to install all anti-virus software and
:nsure that this software remains up to date on all technology
1ised by the business. ;

[7.3.5] All information used within the business is to
idhere to: the privacy laws and the business’s confidentiality
juirements. Any employee breaching this will be suffering from

elevant consequences.
7.4] Server Operating System Security Guidelines

efore installation of server one should first identify role of
he server. The server role means applications running- on the
erver. The server can be deployed as a file server, print
erver, mail server, web server or database server. Based on the
erver role or applications running on it, System Administrator
SA) can categorize tha.server under low, medium or high threat
erception. In all cases the SA have to plan for adequate server
scurity Lo.ensure conlidentiality, integrity and availability
ff data.

7.4.1] Identificaticon of network services |

stwork services will depend upon t

U rOQE / of the =sorver like
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transfer protocol [(HTTP)
organizations,
information via botnh protocols from
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[7.4

Access Lo a server is

] i dh, o network svrver should be a single

| 'y tsutally simplifies the whiich
ce the Likelihood o3 configuration errers it also
inates unexpected and unsatfe interactions among the services

present opportunities for intruders. 1In some cases, it may
ppropriate to offer more than one service on a single host

ater. For exarple, the server software from many vendors
ines the file transfer protocol (FTP)  and the hypertext

services In a single package. For some
it may be appropriate to provide access to public
the same server host, but it
recommended since it is a less secure configuration.

.2] Physical security

very important, physical access to a

server should be limited to only adwministrator and other server

operators for backup etc.
servers. In general,

As

w N
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[7.4

Depending on the level of threat

auth

There should be no free access. to
following guidelines ‘should be adhered to

Protect the system from unauthorized use, loss or damage,

@.¢g. the door chould be locked when not in the office

Keep portable equipment secure-—
Position monitor and printers so that others cannot seece
sensitive data

Keep floppy disks and other media in a secure place

Seek advice on disposing of equipment

Report any loss of data or accessories to the SA

Keep the system and sensitive data secure from outsiders
Get authorizatiosn before taking equipment off-site

Take care when moving equipment:

.Log out, shut down or lock the system when leaving office

i
*

.Tnstall UPS system with adeguate battery backups to avoid

any data loss or corruption due to power failure

.3 Methods of auvthentication
exposure to the server,
entication methocd should be chosen

1s Fox Low  Threat Exposure in build  user/password

mechanism available with the 05 1s an acceptable

wractice.
2. For Medium TFhreat Exposare a choice could be made from
implemented by sever only

user/password combination
Y HhOE an external

with strong password polig

\
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3. Threat E=xposure a choice could be made frowm

tokens,  smart cards  and biomelios devices {devices

Lhat recogni ze a peryson bragad o1 biolaogical

characteristics such as fingerprints cor patterns of

the retinal blood vessels.
[7.4.4] Account Policy
{7,47ﬁ,1] User privileges & pights

Nnocument the categories of users that will be allowed access to
Sye provided services. Categorize users by their organizational
department, physical location, or Job responsibilities. A
category of administrative sers who will need access to
administer the network server and a (::éat:egoz‘y for Dbackup
sperators needs to be created. Normally, access Lo network
servers should be restricted to only those -  administrators
‘esponsible for operating and maintaining the server. Determine
‘he privileges that each category of user will have on the
computer. To document privileges, create a matrix that shows the
sers or user categories cross-listed with the privileges they
i1l possess. The privileges are customarily placed in groups
hat define what system resources or services a user can read,
rite, change, execute, c¢reate, delete, install, remove, turn®
1, or turn off. For many resources, such as program and data
iles, the access controls provided by the 05 are the most
-wjous means Lo enforce access privileges. Also, consider using
icryption technologies to protect the confidentiality of
snsitive information.

.4.4.2] Passwords
ere should be password policy in the organization. The most
wmon method of authentication is password. The responsibility

selecting a password that is hard to guess generally falls on
ars. To decrease the chances of guessing password, user must

lect a hard-to~-guess, or strong password. /
itrong password must: %/
1. Be as long as possible -w

2. Include mixed-case letters.
5. Include digits and punctuation marks.
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While par e &m ( cnrorce  at least some of Lhese

rules, alwost none have features to enforce all of them. Despite
all these eiforts the passwords could be gquessed given encugh
time. Thus a user must also:

l. Change his/her password regularly, in order to limit the
amount of Lime available to persons to guess it.

2. 811 system-level passwords (e.g., root, enable, NT admin,
application administration accounts, etc.) must be changed
regularly.

3. Never use Lhe sameé password twice.

P .
g EH G ERPRS N O R TP

Some systems have a password expiry feature, which forces user
to change his password periodically. Some systems incorporate a
password history feature, which disallows user from reusing one
of his last n passwords. When faced .with a password history
mechanism, some users may change their password n times, and
return it to its original value, so . as to avoid having to
remember a new password value. To prevent this, systems should
elther have an vnlimited-length password history, or prevent
users from changing their password more than once daily.

[7.5] Workstation Operating System Security Guidelines

The word "workstation" is used i1n this module to mean the
combination of 1he hardware, op@ratipg system, application

software, and network connection. i
[7.5.1] User Categoxrisation

For workstations, the c&tegories'gf users should be defined. The
categories should be based on. user r@lbs that reflect their
authorised activity. The roles are oftgh ased on similar work
assignments and similar needs for & TCcess to particular
resources—system : : f'Vstratozs, software

information ;
developers, data entry personnel, etc.:7If appropriate, remote
users should pe categorised as temporary. ©r guest users.

[7.5.2] User Privileges

Create a matrix that shows the users or user categories cross-
listed with their privileges. The. privileges are customarily
placed in groups that define what system resources or services a
veer can read, write, change, @xecqte, cxeﬁte, delete, install,

remove, turn on, or turn off.

§;
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17 0803 Configure multavnle compubtors S Lng a tested model

raplacation procedure

Wl ddepsloy g ST compler s, SSEENd.d Y desklop
workstal tons, acruss an orgenigsalion, 10 15 betler Lo configure

configuration to all

one  appropriately and then poropagale that
he others. 1t should be engured Lhal Lhis is

is used for propagation. This

Ol security on all the

done in a secure

manner, especially if a network
helps in establishing a consistent level
computers to LAN. It also facilitates consistent updating of all
computers as and when necessary.

[7.6] Web Server Security Guidelines

welby server 1s a program, which listens for http reguests on a
TCRP/IP port (normally either port 80 or port 443) and serves
html pages in response.

[7:6.1] The essential way to secure a Web Server through the

following steps

1. Installing a Secure Server

2. Configuring Webh Server Software and the underlying Web
. Server host operating system ¥

3. Maintaining the Web Server's Integrity

[7.6.2]1 Practices that should be adopted by business technology
for installing and configuring web server are as follows: :

1. Isolate the Web server from public networks and the

organization's internal networks.

2. Care must be taken while placing a public Web server on
University network. It 1is highly recommended that the
server be placed on a separate, protected subnetwork. This
will ensure that traffic between the Internet and the
server does not traverse any part of the private internal

network and that no internal network traffic is visible to

the Server.

To accomplish this, following steps may be taken:
a. Place the web server on a subnet isclated from public
and internal network. ’
b. Use firewall technology to restrict traffic between a
pulblic network and the webh server and between the web

server and the internal network1
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Blace { e SOrVeDS providing email, direc
database services in support of the. web
X ; i ¥
I Ll source routing Tunctions in the firewalls
routers prolecting the public web server.
& P forwarding and source routing on the web

and the server hosts that provide supporting

[7.6.3] Configu%e the Web server with appropriate object,

device; ang Ifile access controls. This 1is necessary for the
following reasons

a.To ijmit acg@gsﬂtoﬂﬁhg_ﬁgb server software

'ij-Té'épply access controls specific to the Web

where more detailed levels of access control are

sServer

required
To configure tnis, following steps may be taken:

a. The web server should be configured to execute under a
unigue  individual user and grogp identity. This is
important for implementing access controls on various
files, VI1Z. Servery log Filas, system software and
configuration files, password files etc. "

b. The protection needed for various files, devices and
objects specific to the web server should be identified.

¢. Time~outs and other controls to mitigate the effects of DOS
attacks should be configured. ' 3

d. The file serving of web server file listings should be

disabled.
[7.6.4] Configure the Web server to use authentication and
encryption technoloyies, where required. )

Without strong user authentication, one .inay not be able to
restrict access to specific information’ by authorized users.
Before placing any sensitive or restrictéﬁi(i.e. not for public
consumption) information on a public Wek ‘server, one needs to
determine the specific security and proteéﬁion regquirements and
confirm that the available technologies, like SSL (Secure Socket
Layer), S/HTTP (Secure Hypertext Transport . Protocol), and SET
(Secure Electronic Transaction} can meel th&ﬁe requirements.

[7.7] Firewall Security Guidelines

r§v
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Ty 2 pir v boho Pl redugt oy {1 (i 1 firewall 1l
trowall polivy  pri | { Lo s vesponsill for
sk sewt 18y I ssoes congepls relalbing Lo the design,
oot ion, deployment, and wmanagement of Tirvewalls and firewall

This document is nobt  intendeod to  provide &

v o ranment s
mydatory Lramework for firewalls and fircwall environments, but

topic:

rher to present suggested approaches to the

.7.1] General Guidelines
view firewalls as their. first

1. Business processes should
threats; internal security

line of defense {rom external
must still be a top pridrity. Internal systems must be
patched and configured in a timely manner.

'+ Organizations should use firewalls to secure their Internet

connections and their connections to other networks. Proper

Firewall should be framed and followed
g remote locations, users should use perscnal firewalls
andg firewall appliances to secure their connections to the
Tnternet and Internet Service Providers .
Organizations must monitor incident response team reports
security websites for information about current attacks
The firewdll policy should be updated
used for managing

and
and wvulnerabilities.
necessary. A formal process should be

as
the addition and deletion of firewall rules.

Organizations should recognize that all system
administration, especially firewall administration,

requires significant time and training. Organizations
should ensure that their administrator receive regular

raining 50 as to stay current with threats and

lnerabilities.

nsure that the Firewall and the network cabling related to
t are physically secured. Physical access to the firewall
the related network cabling provides opportunities for
intruder to bypass the firewall itself

1
‘echnology Access

.8.11 Every employee will be issued with a unique
ication code to access the business technology and will
ired to set a password for every single access of the
with University Network

g.2] Each password is to be sct by  the employee
with at least one capital letter, oun? /small letter,

——— /
=F 5!&?‘4}(‘(_@\
o :

]
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cirres  lbar i, oany special gharacte) g G total of 8 charaocloers

v}

Wwhioh 418 not o be varvoeeh wilh o any omployee within the

[7.8.3} University ICT Division is responsible for
issuing of the ldentification code and initial password for all
employees.

[7.8.4] Where an employee forgets the password or 1s
‘1ocked out’ after threz wrong failure attempis, then recovering
of the same be done by direct contacting the University ICT
Nivision or by using recovery procedures available in the work
flow. The University ICT Division 1is authorised to reissue a new
initial password that will be required to be changed when the
employee logs in using the new,initial password.

[7.8.5] Employees are only authorised to use business
computers for persona. use and will be possible only with
‘permission from University ICT Pivision.

[7.8.6]1 Internet policy will be applicadble in time to time

=25

25 per direction from the University administration.

[7.8.71 it is the responsibility of University ICT Division
to keep all procedures- for this policy up to date. o

{7.9] Password Policy’

The following policy should be considered as the minimum
baseline password policy for implementation across all business
process systems in the Universitly. More stringent criteria for
setting and usage of passwords could be followed (which should
he considered as above the baseline) for any business process
pased on the need.

1. Passwords should be changed every 45 days

2. Passwords should be minimum of 8 characters

3. Passwords should ke alphanumeric characters with a minimum
of 2 numeric characters. -

4. Blank passwords should not he permitted.

5. The minimum passwcrd age should be 1 day. There should be
no immediate changes of passwords at least on a daily
baslis. g

6. Guest accounts should be removed immediately on
installation of systems. ‘

7. Default system accHounts provided by vendor/service provider
should be renamec immediately upon ingtallation of new

T Canlararha™"
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8. Loast wards  should pol faes rensed fe ATy L 15
Al ten 5 unsuccessfaul  attempis, acoount should bbe loockod
until the system administrator reactivates the account.

9. Users should be required Lo change thexi: passwords
immediately alfter their first logon Lo thetiry

applications/IT cystems for first time logons.
private and confids
¢

Passwords should not be shared, coded into programs, stored

in an unprotected form in any IT systems incloding mobile
devices inclusive. Password should not be

"10. Password should strictly be kept

and wireless
written down.
1%.Password should not' be displayed 1in plain text while
logging in. Passwords must be masked.
12.Passwords shHéild bDe changéd immedidtely in case of a
suspected compromise or a wrongful disclosure scenario.
13.Responsibility of maintaining confidentiality of ‘User
passwords should rest with the User.
14.Passwords should be communicated
Temporary secure.passwords should be informed to Users first
time, enabling IMMEDIATE change over to passwords of User’s
choice, as per the policy.
15.There should be a process—to verify the identity of the
User prior to communicating the password for a new user,
while resetting password or in case of issue of a temporary
password. For example, 1T  Service . Degk or System
Administrators should communicate passwords to -identified
users only after confirming certain user details like
Employee number, Date of joining eta.
16.Initial temporary user passwords should be linked with
unigue identifiers of a user and should not be guessable.
17.Users should refrain from using any ééyion which helps
“Remember Passwords” in any applicationfiat the end user
machine or at application level itself' for convenience

securely to the Users.

purposes. h

18.Users should be held ‘responsible for every transaction
being carried out using their login account.’

19. Screen saver password should be enabled by Users on their
own desktops/laptops to prevent unauthorized access.

20.2Any employee/contractor/partner/vendor/service provider or
supplier knowing critical system passwords for business
purposes should te bound by standard Non-Disclosure
Agreements (NDA). : !

21.Whenever key personnel radministering ,or ﬁ&?ing privileged
access to the system leaves the busipess “or changes role

/
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[7.10] Additional Policies for Website Policy

Securily  Guidelines by Indian Computer

Refercncoe:

Emergency Response Toan
[8] Information Technology Administration Policy

Administration involves Lhe IT asset wanagement which normally
is the set of business practices Lhat join financial,
contractual and .inventory functions to support life c¢yole
management and strategic decision making for the IT environment .
Assets include all elements of software and hardware that are

found in Lhe business environment.

[6.1] Purpose

This policy provides guidelines for the administration of
information technology assets and resourcés within the business.

[8.2] General procedures / guidelines

[8.2.1] All software installed and the license information
must be registered on the University ICT 'Division. It is the
responsibility of the division to ensure that this register is
maintained. The register must record the following minimum

[
¥

information:
17 Device 1D
2. 581 No, Model and Device Type
J. What software is installed on every machine _
4.What license agreements are in place for each software
package '
o. Renewal dates if applicable.
6. Location ‘and User of the device
7. Details regarding AMC /Warranty etc.

[B.2.2] University ICT Division dis responsible for the
maintenance and management of all service agreements for the
business t@chnology‘ Any service requirements must first be
approved by the Division.

[8.2.3] University ICT Division is responsible for maintaining
txichuoloqy cspare parts and. other requirements on the

\§M
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(8.2.41 A technologyy audit Laes o by Thie Unlwv AN
1¢CT Division  dn suspected sibuat. ErSUTe Hras all
information technology policies are being adhered to.

[8.2.5] Any unspecified technology administration raguiz

should be directed to University ICT Division

[9] Website Policy

Recommended guidelines applies for the development ancd
management of University web portal and 1ts child websites. The
primary objectives of the guidelines are to ensure that
belonging to any constituent of the University, at any level,

are visitor friendly.:
[0.1] Purpose

This peolicy provides guidelines for the maintenance of all
relevant technology issues related to the business website which
are to be followed while developing or managing any websites,
wely portal or web application under the perspective of

University.

[9.2] General Guidelines

[9.2.1] All the websites should be hosted in the University
Data Centre

{9.2.2] A Website Register is to be followed which must rec&rd
the following minimum <details:

1. List of domain names registered to the business

2. A1l the domain names should be in the format of
{name)}.ssus.ac.in -

3. Super user credentials

[9.2.3] The keeping the register up to date will be the
responsibility of University ICT Division.

[9.2.4] All content on the business website must be provided
by respective business areas from the University in time to time
through any University Administrative Cell (such as IQAC -
Internal Quality Assurance cell) or from the authorized
nodes/points which are directed by the University
Administration. Relevant communication /must be made by the
University Administration to such Business Nodes.

: % /

Dr. DHARMARAJAN P.K,
Vice-Chancellor
Sree Sankaracharya University of Sanskrit
Kalady, Ernakulam, Kerala-683 574




Wil i §€ :« : Tt e ;Z_{'”' Bl J'.'-,-i.‘i -\".l‘??zé:; _'\;'1\;-]||f in- ‘2‘5‘.333.;;_I_-5i_

HENTIONE I BRSSP v
Fil i ...e_?_

torrss shensiad polrain Fromn s ing name pasnswards Lor businoss

and non-basiness purpouses.
[7.10] Additional Policies for Website Policy

Roefoerencs : System Security Guidelines by Indian Computer

17

mergency Respense Tean
(8] Information Technology Administration Policy

Administration involves the IT assel management which normally
is  the set of  business practices that Join financial,
contractual and ddventory funclions to support 1life cycle
management and slrategic decision making for the IT environment.
hAssels include all celements of software and hardware that are

{found in the business environment.
[8.1] Purpose

This policy provides guidelines for the administration of
information technology assets and resources within the business.

[8.2.11 All software installed and the license information
nmust be registered on the University ICT Division. It- is the
responsibility of the division to ensure that this register is
maintained. The register must record the following minimum

information: i

1. Device 1D

2. 8i No, Model and Device Type

3. What software is installed on every machine

4. What license agreements are in place for each software

package

5, Renewal dates if applicable.

6. Location and User of the device

7. Details regarding AMC /Warranty etc.

[8.2.2]1° Uniwversity ICT Division Is responsible for the
naintenance and management of all service agreements for the
business technology. Any service requirements must first be
approved by the Division.

[8.2.3] University ICT Division is responsible for maintaining
adequate technology spare parts and. other requirements on the

basis of the analysis of necensities.

%ﬁ /
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[9.2.8] The Universily 10 Davision s responsible for making
necessary changes and uploading Jdata to Lhe busine webBnsites

6.3} Additional Policies for Website Policy

Reference: Guidelines for ITndian Govoermment websites - An

Integral Part of Central Secreirariat Manual of Office Procedure

[10] BE-Mail Policy

These are the recommended guidelines for the usage and

o

management of e-mail system for business process.
[10.1] Purpose
This policy provides guidelines for the maintenance of all

relevant technology issues related to the business e-mail

system.
{10.27 General Guidelires

[10.2.1]1 "All the business entities must be provided with
email accounts with the domain name ssus.ac.in

[10.2.2] For statutory officers an additional gov.in email
accounts mast be used for confidential and government

i

communications

[10.2.3] The foilowing are the e-mail acgcounts for
statutory officers provided by Government of India (Rgov.in)

Vice~ Chancellor: ve.ssu-ker@gov.in
Pro Vice- Chancellor: pvc.ssu-ker@gov.in
Finance Officer: fo.ssu-kerl@gov.in
Registrar: registrar.ssuwker@gov.in

[10.2.41 All the business area must be used e-mail accounts
for business process provided by University I1CT
Division{lissus.ac.in)

[10.2.:5] It 1s the responsibility £ University ICT
Division to create, manage and maintain the udser credentials for

ﬁs /

sach emall accounts
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110.2.61 “ihe used ccpew il Lad Ty oomes bt be storod
vy sily - Data i el ronic form with nceoce
festures like encryplions

Hseaeuralty

[10.2.7] A register is to be kepl update for the list ol
me i L oaccounlts issued from University ICT Division.

[10.3] Additional Policies for E-Mail Policy

Department of

Reference: [L-mail Policy of Govermnment of India,

Blectronics
Communications and Informat ion

anct Information Technology, Ministry of

Technology
f11] Electronic Transactions Policy

This peolicy provides guidelines for all electronic transactions
undertaken on behalf of the business.

[11.1] Purpose

The objective of this policy is to ensure that
are started, carried out, and

use of electronic

funds transfers and receipts
approved in a secure manner.

[11 .21 Electronic Funds Transfer (EFT) -

f11.2.1] It is the policy of Business Process that all

payments and receipts should be made by EFT where appropriate.
and receipts must adhere to all

¥

[11.2.2] All EFT payments
University Financial peolicies.

{11.2.3] All EFT arrangements, including reéeipts and

payments must be submitted to relevant Business Area of the

business.
{11.2.4] LFT payments must have the appropriate

authorisation for payment in line with the financial

transactions policy in the University Financial Policies.

[11.3] Electronic Purchases

[11.3.1]} All eléctronic purchases by any éuthoris&d

employee must adhere to the University Purchasing Policy.

[11.3.2] Where an electronic purchase is being considered,

the person authorising this transaction must ensure that the
is secure and Safe/ and be able to

I B |

internet sales site
demonstrate that this has becen reviewed.
W
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I41.3.387] A Lot ron e i be underlak
business aredil only angd therefore adhere Lo Lhe
credit card policy in the University Financial Policy.

[12] IT Service Agreements Policy

¢

Information Technology Service am the service level

(j CHOT LI ‘1 3 R j‘) Srese at an I\{? J_ nteracion S5a L4 153 ) 1 L I} 1 = LJ’ i“i art Xf

services for the business.

[12.1] Purpose
This policy provides guidelines for all IT service agneements
entered into on behalf of the business.
[2 .23 G&neral'Guideli;es“
[12.2.1] The following IT service agreements can be entered

inte on behalf of the business:

1. Provision of general 1T services

2. Provision of nmeork, hardware and software
3. Repairs and maintenance of IT equipment
Q.ProviSiON of husiness Poftware

6.Webq1t@ d@algﬁ, maintenance etc.

[12.2.2] All IT service agreements must be reviewed by
University ICT Division and Legal Section before the agreement
is entered into.

[12.2.3] All IT service agreements, obligations and renewals
must'be recorded with University Administration

[12.2.4] Where an IT service agreement renewal is required, in
the event that the agreement is substantially unchanged from the

previous agreamcnt, then this agreement renewal can be

authorised by {insert relevant job title here}.

[12.2.5] Where an IT service agréementﬁﬁgn@wal is required, in
event that the agréement has substantially changed from the
aqreement Univertsi't"y ICT Division and Legal Section

the
prcvious

[13] Emergency Mana"

[13.1] Purpose
This pelicy prov1cw guidelines for am@zgenpy nanagement of all
information PChDOlOGy within the busm&bbb
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[13.2]1 1T Hardware Ma 1lure

I A Mhoue Lherg 18 faiture ot any ol the Businosst
haradwars, (hiis must be relerred Lo Undversity ICT bivis o
jmmediately.

¢ technical assistanis

[13.2.2)] It is the responsibility o £

similar nature of job designations bo undertake tests on

O
“hat  all planned

planned emerdgency  procedures Lo ensure
emergency procedures are appropr iate and minimise disruption to
Fusiness operations.

[13.2.3] When a hardware failure cannot be recovered or
solved in any manner it should be entered into a condemn list
and kept in place with necessary entries by the technical
assistants. This must be done only after the confirmation and
certification from the head of the Division ¢
) [13.2.4] All such failures must - be registered wilth
University ICT Divisian

[13.2.5] The signature for solved issues must be obtained

and recorded from the end users
[13.3] Software Disruptions

[13.3.1] Where there is failure of any' of the business’'s

software or business’s information technology is compromised by
such noticed breaches, this must be referred

7

software virus or
fo University ICT Division immediately.

[15.3.2] All such disruptions must be registered with
University ICT Division

[13.3.3]1 The signature for solved issues must be obtained
and recorded from the end users
[13.4] Website Disruption

[13.4.1] In the event that business website 1s disrupted,
the following actions must be immediately undertaken:

[13.4.2] All such disruptions must be registered with
University ICT Division

[14] General guidelines for IT security & Audit Poldcy

[14.1] Applicable \[ /

Policies for All Users of the Business Process
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[14.1.1] VUsing €D/ Flash Drives

1. Flash drives in consultation wilh system
administrat or/ Officer (1) and  shonld be

Sane =,l ‘L>{';? fore use.
5 upofficial CDs or Flash Drives should not be used on office

systems.
[14.1.2] Passwoxd

1. Administrative passwoerd of all PC, Laptops etc shall be
managed by the System Administrator/ Controlling Officer
11« '

7. Keep  the Sysgem screen  saver  enabled with  password
protection. = - o0 o g

3. pon't share or disclose your password.

4. A strong jpassword must be as long as possible, and must
include mixed-case letters, numbers, punctuation marks, and
avoid any personal information, or any of the words in the
dictionary.

5. Change password at regular intervals.

[14.1.3] Backup

1. Normal backups from business computers is the
responsibility of the users themselves
2. Backup should be maintained regularly on the space provided
on central server of the department or on the storage media
as per department policy. = i
. 3. Always backup the data before leaving the workstation.

[14.1.4] Email Accounts

1. New email accounts for all the departments of the Business
shall be processed through Controlling Officer (IT).

9. The administrative password/ account of all official emails
shall be managed by the Controlling Officer (IT).

[14.1.5] Safety of System

1. Protect the system from unauthorized use, loss or damage,
¢.g. the cabin/ door should pe locked when not in the
office.

7. Store porteple equipment i '?fyau securely.
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{14.1.111 Audit Policy

Furpose of the audit policy 15 to provide the guidelines to
security audit team to conduct a securily audit on IT based
infrastructure system at various deparvitments of the business.
Security Audit is done to protect
reats which includes the following:

enlire sysltem from the most

commen security th

1. Access to confidential data

2. Unauthorized access of the department computers.
3. Password disclosure compromise

4. Virus infections.

5. Denial of service attacks.

Audits may be conducted to:

1. Ensure integrity, confidentiality and availability of

information and resources
2. Monitor all seW@#EGy measures to ensure conformance with
business sec ] Qﬁ&n@@a@g.
3. Investigate security incidents recorded in security log

bhook L

The Controlling Officer (IT) or system administrator or a
nominated person from the IT division will be responsible for
internal Audlit within the department and operations of their sub
dept. When requested and for the purpose of performing an audit,
any access needed will be provided by the end users to the

internal audit team.
This access may include:

1. User level and/or system level access to any computing or

communications device.

2. Access to information (electronic, hardcopy, etc.) .that may
be produced, transmitted or stored on rcspeﬂtive Dept.
equipment or premises.

3. Access to work areas (offices, cubicles, storage areas,
@ty ) -

4. Access Lo official email accounts.

-
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1l1b] Coneclusion

The 10T Division and the 1T Policy may be managed by the
existing administiat ve hierarchy of the Universitby.

The IT Polic: c= ahbhove is Lo be modified as per the
refoims, direclions etc., may be undertaken by the
and other Government

seriled

tn

ragu lations ’
Govermment of Kerala, Central Ministry

Agencies,
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