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(Abstract) 

Pl.I)· Implementation of 11· Policy in the Uuiversity - Sanctioned-orders issued. 

PLANNING AND DEVELOPMENT SECTION 

Nu. PI.D/2607 /SSUS/2014 (subrilc) Dated. Kalady, 16.02.2018 

Ref: Minutes of the 09/10(165"') Meeting of the Syndicate held on 24.11.2017 
(Item No. 7) 

ORDER 

Vicic reference listed above 9/17(1651h) mcettog of the Syndicate after . . ' 
considering the recommendations of the standing committees on planning & 
Development held on 15.11.2017 and Accounts Audit & Legal held on 21.11.2017 
resolved to accept the 11' Policy .lt is also resolved to incorporate a sub-clause 4 in clause 
5.2 that "The university shall make use of free software as far as possible". Further 
resolved to constitute an Expert Commtttce under the Chairmanship of the Registrar to 
Implement \'I' Policy and manage all \'I' related affairs in this University. Considering the 
above sanctton has been accorded Uy the Hon'ble vice Chancellor to implement the afore 
said resolution of the Syndicate. Orders are issued accordingly. 

Sd/ 
Dr T.P. Raveendran 

Registrar 
Copy to: 

PS to VC/ PVC/Regr 
Director-Planning and Development I Ja.s ,k ......... A -...CL�J-' J 

/ T j }(.., 

IA/ Accounts/Bill/Cash/LF A/SF /FC/IQ/\C 

Forwarded/By Order 

Section Officer 

J 

or. DHARMA AN P.K. 
Vice-Chancellor 

Sitt s,,,tnhofYI Uniwnity of Sanskrit 
l(alady, Emakulam, Kerala-613 57' 
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TT SECURTTY & AUDIT POLICY 
For 

Sree Sankaracharya University 
ICT Division 

Reference 
./ Guidelines from Department of Information T_echnology, 

Govern.mc·n t of Ker ala 
./ Guidelines from Department. of Information Technology, 

....,...., • c.1.•u•L<=•• .._ "� Lncc.e 
./ Indian Computer Emergency Response Team(CERT-In), Ministry 

of Electronics and Information Technology, Government of 
India 

./ Minutes of the 154th meeting of the Syndicate dated 
20.07.2016 - Item no.36 - Establishment of ICT Division in 
the University 

[1] Introduction 
• Information Security Policies are t he cornerstone of information 

security effectiveness. T'he Security Policy is· intended to 
define wh a t is expected f r om t he University with respect to 
security of ..:11formation Sy s t ems . The ove r a Ll, objective is to 
control o� guide human b�hzvior in an attempt to reduce the risk 
to information assets by accidental or deliberate actions. 

Information security po I icies underpin the security and v,ell 
being of information r e s ou r ces . 'fb e y are the :oundation, t he 
bottom line, of information security w i t.b i n the institution. It 
should practice the elements of data security th'at deeds and 
insurance assets are kept safely so that they are available when 
it required. 

policy and a ud a t, security, 
be rnainta:i ned and managed 

As per the recorrunendations 
the JC'!' peripllerals/assets 

technical. 
Ln t e qr i t y arid 

under 

f r om JT 
are to 
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(2) ob j ccv i ve 

J - � .!. � 

.,._: o s- t 1 •:,.1 lh·.! r-vc , nr_,:;: v;h_ r .• 
be tollowerl by aJl s·dff_ I� �lso provid0s guiddl1.n�s !�t 

i.n s t r t u t.Lon which w r Ll use to adrru n a s t e r t he s e po t i c t e s , 

1 "I'. 1, -e-tu r-e s ::u: . ·, 
r:1u .. \ 
the 
with the correct procedure 1.0 follow. 
The main benef.i,Ls Lo having t h r s policy and p.r ocudu r e manue I can 
be majorly enlisted as follows; 

[2.1) Ensures all staff a r e aware of obligations in r e La t a on 
to selection, use and s a f e t y whc n 
technology wiLhin the business 

utilising 

[2.2] Proven and scientific way to help administrative 
entities to make consistent and reliable decisions 

[2 .3] Helps give each employee a clear understanding as to 
what. you expect and allow. 

rne s e po r i c i.e s and procedures apply to all the ernp i oyee s .cn cne 
institution. 

[3] Tcchnologyriardware Purchasing Policy 
Computer hardware refers to t:he physical parts of a computer and 
related dev i.ce s . Internal ha r dwa r e devices include motherboards, 
hard drives, and RAM. External ha r dwa r e devices include 
mon Lt.o r s , keyboards, m i.ce , printers, and scanners. 

[3 .1] Purpose 
Thi. s policy provides guidelines for the purchase of hardv,are for 
t he business to ensure that all hardware technology for the 
business is appropriate, value for money and where applicable! 
integrates with other technology for the business. The objective 
of t.his policy is to ensure that there is minimum diversity of 
hardware within· the business. 

[3.2) General Conditions for tho policy 

(3. 2. l) The detailed specifications must be prepared by the 
University ICT Div.1.�ion for the area/purpose/system spec1f1c as 
far as the requirement concerned. 

[3.2.2) All purchases of ICT pe r i phe r a I mu s t be suppcrrted by 
maximum possible guaian�ee and/or warranty require�enls. 
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• (3.5) Pu r cbe c a nq s e r v o r- ay s t.cmc 

7�e s er vor SY,Stt·n\ i r, ,, 1..i·�\11(·1 t/ld1 1•·o•;id··'!..i f unc t i cne Li Ly ro r 
o t nc r p r oq r ams or d0v.i(�•-:, c.1!JE:�I "c Li en t s" normally knows 
c l i on r e s c i v e r 1n,_\d�J/arcl1j11-,·ttlt•..!, and a single ove i a j I 
comput a t. i ou is di s t r a but od ec. r o s s mu Lt Lp Le p r cce s se s or dev.i ce s . 

[3. 5. l] Minimum ite1ns/spccification 

l. Open source ope r e t i ng s y s t em whe r e ve r 
Mini 111u1n 4 U SB po r c J 

J. tc i n i.murn 4 net.worl-:(R,.145) ports 
4. Nccc s s a r y, data cab Lc s 
5. Necessary powe.r c ab l e s 
6. Necessary s uppo r t.Lnq docurnenls 
7. Nece s s ar v suppo i Ling soi t wc r e s 

poss.1.ble 

1'he detailed spccificdlion o[ thP �PrvPr 
p c ccos so r , memory, sloragc, architecture must 
Uriiversity !CT Division (or Lhe area specific. 

[3.6] Purchasing computer peripherals 

s ys t or- ' - .� 1. • • 
• • ·-� .• :> 

be prepared by t hc 

The Computer s ys t cm peripherals include add-on devices such as 
printers, scannern, external haLd drives etc. 
Compu t e r pe r i phe r a Ls can only be pu rch a s ed where Lhey 
included in any hardware pu rche s e or are considered 
additional requirement to �xisting peripherals. 

Computer pcr-ipheraJ.s purchased musr. be compatible with all other 
compu t.e r h a.r dwa r e and software in the business. 

[3.6.1] Minimum ite1ns/specification 
1. Necessary data cables 
2. Nece s s a r y power ceb Le ... ::; 
3. Necessary s uppo r t.Lnq docu,nents 
4. Necessary supporLing soft wares 

[3.7] Purchasing mobile phones 
l-\ ruobile phone .Ls a po r t.ab.Le t e Lephone t he t. can ma ke and receive 
calls over d radio trequenr.y ce r r r e r while the user is rnoving 
w i r h Ln c1 Lelephonc· s e r vi ce .J.10.:,. 

J 
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lt1.7.1] Minimum item$/SpccificDtion 
1. Ne ce s s a r v Uata cab l e s 
2. Noce s s e r y power cab Le s 
3. Necessary supporting ciocumen t s 
1. Necessary supporting software:::. 

A mob J le t e Lephon e w i Ll only oe pu r-cb a s ed once the el i.gil::>ility 
criteria 1s met. 

The "pur cha se of a mobile pb one mu s t; be ensured the bu s inc s s 
takes advantage of volume pricing based cliscounts · p r ovLded by 
the authorised suppliers. Such discounts should i nc1 ude the 
pu r cha s e of the phone, the phone call and internet charges etc. 

T·he r eque s t; for accessories (a "hZl.l1d
0

s·-�fI:ee�·k"it .. ;;t�:·;·� must be 
included as part of the initial request for a phone. 

14] Po1icy for Getting Software 
Computer software, is that part of a computer system that 
consists of encoded information or computer instructions, in 
contrast to the physical hardware from which the system is 
built. 

(4 .1] Purpose 

T0

his policy provides guidelines for the purchase of software for. 
the business to ensure that all s of t.wa r e used by the business is 
appropriate, value for money and where applicable integrates 
with other technology for' the business. 'fhis policy applies to 
software obtained as part of ha r dwa r e bundle I pre-loaded 
software I developed by the University ICT Division I developed 
from third party sources/ purchased from third party sources. 

[4.2] Getting software by dcve1oping in-house 
1. Open source platform should be used wherever it possible 
2. Developing should be mcn i t o r ed by the Project Leader who is 

authorized by the ICT Division in time to 
3. Industry standard steps I procedures 

throughout the SDLC (Software Development 
4. The f o Ll cw i nq systematic development. 

followed 
process must be 

time 
mu�t be followed 
Life Cycle) 

a. Cr.eating det.ai led System Re qu i r eme n t; 
Specification(SRS) 

b. Design and Coding of Lhe Appl .i c c t Lon So Lt.wa r e 
c, User Acceptance 

or. DHARMARAlAN P.K. 
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[4.3] (.Jc:tting 'c o f twa r o by do v c Lopo.n j t'.:iLougt, o u t s o u r c Lr q 

Open s ou r co p l c ttorm <;/ic.•ulri 1,:. �.�··cl 1-1!:C'r'\V<?r tt. po i.n.il- Le 
2. Li<"V<·lclping shouJd 1.;.._ mou r t or od uy t he- r co j ect Leador who is 

a u t.ho r i z cd by the Jt"'J Da v i si on in t i me to t. i me 

• 
I p roc edu r e s mu s t; be 

s ys t eme t Lc be mu s t 

Roqu Lr eme n t 

p r oce s s 

System 

de vc Lopme n r 

3. Induslry s t anda r d s t ep o 
t n r ouqhou r the 

1. The Ec Ll ow.inq 
f o Ll.owed 

a. Creal.in() detailed 
Specification{SRS) 

b. Design and Codjng of the Application Software 
c. User Accept�nc� Tes1 ing(UAT) 

5. The de Ld.ve r ab Le shall be: 
a. System Requirement Spcci fications (SRS) 
l"i. 7\pplication So f t.we r o 
c . Fully docurnented Source Code (Hard Copy as we Ll as 

!:.iutt copy) 
d. All nece s s ar y licenses wherever applicable 
e . User Manuals 
f. Training ma t e r La Ls 
g. De t.a i-Led Acceptance 'fest Plan ba s ed on t-Ae SRS wi t h 

test date 
6. Necessary training should be ensured 
7. Necessary AMC rnc y be procured 

[4.4] Getting software by purchasing 

w.i t h 
ma x i.mum by 

compat.i.ble be 
supported 

and 
be mu st 

wa r r a n t y 
s o f t wa r c 
and/or 

1. All s of t wa r e , must lie approved by University !CT Division 
prior to the use I download I purchase of such software. 

2. Al.l purchased software rnust be purchased from authorized 
dealers I SL1ppliers 

3. l\ll pu r-cha s e s of 
possible qua r an t ee 

· the bu s Lne s s ' s server and/or hardware system. 
'1. Any changes f r om the above r equ Lromen t s mus t be 

by Universily ICT Division 
5 - AJ l purchases for s o f t wa r e muat; be .in line 

pu r che s inq policy in the Financial policies and 
manual in the University. 

authorised 

w.i t.h the 
procedures 

6. Obtaining SOULCe or [ r eewa re s of t wa r e wherever 
possible 

7. Open s ou r-ce o r f r eew s r o s o f twa r e con be ob t o r ned w i t hou t 
payment and u:-:.uaJly d own Lo a de d da r ec t Ly Lr om the r n c e rne t . 

( 
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8. In the event that open source of (reeware software is 
required, approval from University JCT Division must be 
obtained prior to the download or use of such s of t.we re . 

9. All open source or freeware mu s t, be cornpatible w, th Lhe 
business's hardware and software systems. 

10. Any change from the above requirements must be 
authorized by University ICT Division. 

[SJ Policy for Use of Software 

[5.1] Purpose 

This policy provides guidelines for the use of software for 
all employees within the business to ensure that all software 
use is appropriate. Under this policy, the use ?f all open 
source and freeware software will be conducted under the same 
procedures outlined for commercial software. 

[5.2) Software Licensing 

1. All computer software copyrights and terms of all 
software licenses will be followed by all employees of 
the University. 

2. Where licensing states limited usage (i.e. number of 
computers or users etc.), then it is the responsibility 
of University !CT Division to ensure these terms are 
followed. 

3. University !CT Division is responsible for completing a 
software audit of all hardware to ensure that software 
copyrights and license agreements are adhered to. 

4. The University shall make use of free software as far as 
possible. 

(5.3] Software Installation 

1. All software must be appropriately registered with the 
supplier where this is a requirement. 

2. Only software obtained in accordance with the getting 
software policy is to be installed on the business's 
computers. 

3. All software installation is to be carried out by the 
University ICT Division 

4. A software upgrade shall not be installed on a computer 
that does not already have a copy of the original version 
of the software loaded on it. 

(5.4] Software Usage 

1. Only 'software purchased in accordance with the getting 
software policy is to be use1 within the business. 

ti 
>J\�IVE,.$/f)- 
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• 
.i n s t r uc ri ou-. c.n ,ny 

L he emp I o yee n1LJt, L Lt1(.""-'l.V'2 

Lhe 
the 

to 
of 

r e J at i nq 
on use 

l 1t·ens.1ny aqr e emon t � 
.m y r e s t ri c t.Lon s 

Pr r or 

soi t wa re , 
s c r t.wa r-ei, 

3. /•.1.1 emp l o ye ev w i t hr n 
for aJJ. new s o f t wa r e . 

the un i ve r s i ty mu s t, 

'!'his includes new 
receive t r a rn i ng 
emp Loye e s to Le 

for 

event occurs. 

t1ajned Lo use exJ�ting software appropriately. 1'his 
ensuring wil. be the 1·0sponsibility of respectjve heads Jn 
the business areas. 

4. Employees are prohibited from b r.i nq Lnq s o f t.we r-e f r om home 
and loading .1. onto the ou s Lne s s ' s computer hardware. 

�- Unless express approval f1om University !CT Division is 
obtained,· sc I t.we r e- cannot be taken home and loaded on a 

. ·emp1 oyees, heme" coniPUf(;r:-' ,. -----· ··- - ....... 
6. Where an employee is required ·co use software at home, an 

evaluation Jf providing the employee with a portable 
compu t e r shou.l d be undertaken in ·the first instance. Where 
it is found 'tha t; software can bi u_sed on the employee's 
horne computer, aut:horisation f r om" University IC'f Division 
is required to purchase separate softwax:e if licensing or 
copyright restrictions apply. wne re software is purchased 
in this · ci ccumstance, it "Yema i ns the property of· the 
bu s i ne s s anc mus t be recorded on the software regist:er by 
University 1·:T Division 

, 7. Unauthorised software is prohibited from being used in the 
business. This includes the usage o.f open source, freeware 
and cornrner cza L, which is owned by an employee and used 

' within the bJsiness. 
8. The uneu'thor a s e d duplicating, acqui.l:ing or use of software 

copies is pl ohibited. Any �ployeti ��ho makes, acquires, or 
uses una�thc,rised copies of soft�a'J.e will be referred to 
nnLve r s i t y ICT Division for it�$)onsequences, further 
consultation, .r ep r-Lmand action etc,_�_,:jrhe iJ legal duplication 
of software or other copyrigl1te���orks is not condoned . . ,,., ,.,_,..� 
w i t h i n this business and U111ve�$'ity ICT Division is 
responsible to r e comme nd discipl!i�-ry action whe r e such 

... -c. 
• i • .J1 � ,:::.. � 

1:.·· • . ("� . 
'. _{{'.' 

l. Where there .i s a breach of this p0.11,_G:)' by an emp Lo yee , that 
employee \-J'.11 be referred t?;.,;_�_business heads 
consequences, further consul Lat ion, .t,¥�primarid action etc. 

2. Where an· emp Lo ye e is aware• of a.;·,1Jreacl1 of the use of 
soft wa r e in :u:;.cor:dance w i t h this (P,O.ticy, they are obliged 

�1 

�' 
ARMAAAlAN P. K. 

'\/icE!-Chancel\or . 
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• l • 11, I I 1 y I•'··]"·, I 1. • I •11,, 1 ,, ' , Ill) IV< I IT'," I, 'I 

c-oui.u I L,Jl Lou , 
I " 

i)1v,•,1,1n in,111<·1l1�11,·Jy. 11, C!1t• , v,·111 t h.t r t hc- l>Jt•,i,·n 1:; uo t 
10 r,•; •. ·1ll'<.I .tJH! j\ 1:, 1lo·1,:rrn111,•,1 11111 .in (Jil))lV)''''' t,11]1•,! 

rlr1<•r! tti,� l u c-n-h , !lt,•11 \ti,,· ,11i1,1�1y,·,· \..,1JJ j,l· :cfe111•,f 
lJll:, i 111·.·;s 11<•,�cl;, · I o r- 1:1 I/J!JC(lllv111 (··�, f 111 I tier 

r1·1,r1111and a c t r on c t c. 

[ 6] Policy for Own Device 

1·'01· all business it .is a c know l edqe d t h.:at t.h e .i mpo r La nce o I 
mob r Le r cchno j oq t o s in t mp r ov inq bu s i ne s x co,nrnunication ond 
p r octuc t i v i t y . In add i t i on Lo t.hc r ne-r-ee s e d u so of mobile 
devices, Slaff mcmbe r s ha ve r-cquc s t.cd the option .of conne c t J ng 
the i 1 own mobile devices to Un i.ve r s i.ty Network and busines:::: 
0.c111 i pmcn l . 

(6. lJ Purpo::.c 
1'his policy provides guidelines for. the use of personally owned 
notebooks, smart phone s , tablets and any kind of mcb i Le devices 
for business purposes. All staff who use or access the 
U11i versily Network / Bu s i ne s s Technology equipment and/or 
services are bound by the conditions of this Policy.· 

(6.2] Mobile devices approved for business use 
1. The following personally owned· mob i.Le devl.ces are approved 

to be used for bus Lne s s purposes: 
a. Notebooks, 
b. Srna r t; phones, 
c , Tablets, 
d. Removable med La 

[6.3) Registration of personal mobile devices for bu�iness use 

1. Employees when using personal devices for business use will 
register the device tvi th Un) versity Network I Business 
'fechnology Equipment. 

2. University ICT Division will record the device and all 
applications used by the device. 

3. Personal mob i.Le devices can only be used for the following 
businP�s purposes: 

a. ernail access 
b. business internet access 
c , business telephone calls 
d . bu s i ne s s portaJ s 
e. e-Governance appi Lca t i.on 

Dr. DHARMA AN P.K. 
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I "'I ,,11.1 I 1n• ,11 r I,· ,It•\, t ,·, ., ,rq r, ,,, 
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, 1!1 , , I r • I 

J. •\../1, I · • " I 1 I • 111 ·, t C • I 1•11., 111! :,:, • •l I''' I ;.,11. 
II; 11 IV 

I,. N, r.rn:.11 1 :-;,•11.;il.iv<· I ,·011! ltlr•i11 i.1 
1 I I • I 111., I I, •II •.J, !1 d -, o t 11<.• 

1·n1,!1)\''-'l ri. l�•i r 

its maintenance 
current operating 

Nril lr 11!-;c 1111· •1'<1i:.;lt'Tl'Ll rucbi Le ctevi co a s 1h1:.• xo l • 

r•'f)u.·;1r11y r or f\11<;111•:•;r1 r nr o rma t i on . All bu s r ne a: 
1111r11!n.i 

i(,11 

s t or-o-d 

on 1n<)l1j IP de v i c-o s 
st1011Jd be bac ke d 

up 
t�. M.1kc- r: 'l.'J y 1,,•.-t:,or1.i!Jlc� c f'f n r t; r o en s u rc tha t. {Bu s i ne s s 

N.Jrn,•) '.·� i11f,11111.111,,n 15 not rornp i orm s ed LhrOU<Jh the use or 
1111,u1JP r•q1111)u1<·11t .in .1 pul. l Lc p l cce . Sr-r eens d i apLa y.i nq 
sonsi t.a- c 01. c r r t Lca L i nf o rma r Lon should nol be seen hy 
unau t hru i!'.;ed .,1._·r:;onf; and .111 registered dcv i ce a ahou Ld .: 
p.lSSWOT(I J)r(\I er Led 

7. Maintair the device properly with 
r.equiren -o t s oJ mob i l.e devices such as 
software. curtcnl. security software etc. 

University ICT Division 
or theft of the registered 

8. Not sha1e ll1e device with other individuals to protect the 
l)11sincss data Jccuss through Lhe device 

9. Abi de by Bua i nc s s Internet Policy for appropriate use and 
access o internet sites etc. 

1 0. Notify .,o Bu ni ne s s Ile.ad and 
f mmcd La t e t y in the event of loss 

who have a registered personal mobile device 

to University Network unknown s .u r-c-e 
Equ Lpmcn t, 

12.All emplcyee� 

device 
11. Not to .onncct. USB memo r y sticks from an untrusted or 

I Business {echnology 

for busjnc 55 11se acknowledge that the business: 
a. Owns �, 11 intellectual property creat:ed on thc device 
b. Can ;1.cccss all data held on t he device, including 

pe rc. .u a L datu 
c. Will z-e qu La r I y back-up data have held on the device 
d. Will delete all data held on the device in Lhe eve n t, 

business f.or 

where the employee 

device 

011 the device upon 
T'he terminated employee 
reinstated fr.om back up 

the 

held 

ARMARAJAN P.K. 
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I 

t.hc 
pe rs cne l da t.a be 
of 

of lc�s or theft of the devic� 
e . Has J i r c t r i qh t to buy the device 

wants to s e l 1 t.h e device 
1. Will delete all data 

can 
data 

'J. llas L11e r r qht, le) 
u s o al a nv t uue . 



• I 6. 4] l\.eci>:t.ng mob a I t'.:! dc v a cou �e(:urc 

:;111.i 1 t, 
!,., I I l •.' l,,111<! I J :i•J 

t.ilJJCIS a nd 
wt.,·n I ., /Ill:'' l J,,l]{1v,.•i11r1 

, ,•ll!jHII I IJtJ .Ic v i co s 
J>li,,111·�:J; 

.r . t-1v1Jjlc compu t e r de vi c-os 11111:,l no ve .. 1 lie Le t t uua t t.. 11•!eU 
in a pub l Lc p La cc-, o r .r n .in un f oc k ed hou s e , or j11 a 

mot o r- veh i c Le , evcn r I il .i s locked. Wherever po s a.ib Le 
the y should be kept. on th c pe r son or securely locked 

I. ·1 L,· 

a1,1.Jy 

b. C.::J!Jle Jocking de vLce s shoultl o Ls o be con s i do r ed (01· 
use wiLh laplOJJ compu t.e r s .i n pub Li c places, e.g. in a 
s ern i na r or cour o rence. e vo n when the Lap t.op .is 
uttendcd 

c , Mobile devices ma y be carrled as hand luggage when 
Lravelling by ai�craft. 

[6.5) Exemptions 
'r-nt e policy a s mandatory un.lcss un Ivc c s d t y IC'f Division qran t a 
an e xernp t I on. Any . requesls for c xcmpt.Lon s from any of the 
busi ncss di r.ectives, should be re(err.cd to the University IC1' 
I)ivision. 

[6.6) Breach of this policy 

Any b r e ach of this policy will be referred to University ICT 
Division who 
con sequences, 
device and or 

will review the b r ee ch and determine 
which can Lnc Lude such as confiscation 

termination of relevant services. 

adequate 
of : the 

[6. 7] Indemnity 
University ICT Division bears no respons�bility whatsoever for 
any legal action threatened or started .due to conduct and 
a c t J vi ties of staff in accessing or using .these resources or 
facilities. �11 staff indemnJfy the business process against any 
arid a Ll. dama qe s , costs and exp en s e s suffered by the business 
area arising out of any unlawful or improper conduct and 
activity, and in respect of any action, settlement or 
compromise, or any statutory infringcr11ent. Legal prosecution 
f o Lf.ow i.nq a breach of these conditions may result independently 
from any action by University JC'r Divis.ion. 
[7) Information Technology Security Po]icy 

is 
to 

Technology Security aJ50 t.nown as, IT Security 
of Lmp l.eulou tLnq rnea s u r e s land s ys tems dc s Lqn e d 

�I 

� 
Dr. DH.ARMARAJAN P. K. 

' V,ce·ChanceUor s,,. Sonbroch, . 
K 1 •1• University of San,, 
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j n Eorma t a on 
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1•i1'l1Jl(:!�, l1HJIJlJt11_•dJ.J j))(''.,(•11\.1! t)lr,, lJH,.'JUdJ!lq !/l,'J:,L' no t y<->I 
, onc-e i vcd I u tr Lr z i nq va r iou s I< 1r.,;; of t e chno r oq y de vc Lopc-d Lo 
c r c a t e , store, u s o .11t.f ex c-banqc su c-h .in f o rma t Lon eq a f n s t. any 
uno u t.ho r r z ed e c-c oe s m i aus o , mal f u nc t.Lon , modi f i c at f on , 
dc cr r uct i on , 01, 1rnJ)r11,c·1 d Lnr-Louur e , rhe r e by preserving the 
v a Lue , ccn f i den t icLi Lv , .iut e-q r I t y , a va J labilily, intendrd use 
anet its ab.i I ity Lo pc r Forni t he i r pe rm i Lted cr:i ti cal f unc t f on s . 

f 7 .1) Purpo:::c 

'rn r s po Li cy p r'ov i de s qu i de Li ne s for Lhe protection and use o f 
j 11formation technology a s se t s and resources within the bu s Lne s s 
to en sc re r nceqr a t y, conf t den t i a Li t.y a nd availability of data 
and assets. 

[ 7. 2) P}ly!.ical Sccuri t:r 
[7.2.1] All serve;s, maintrames and other principal network 

a s s c t s for any kind of bu s r ne s s in the Un:i.versity mu s t; be 
installed in the Unive. sity Dala Centre. 

[7.2.2} University UaLa Centre will act as -ri principa] 
physical location 01' all University Business 1'echnology 
Equipment and its n:anagemenl and appcopriate user access 
privileges rules' will be created, monitored and ma i n t.a Lned by 
t hc University IC'l' Civision in t.Lrne to time by using its 
constituents and w Ll L be treated its proprietaries w�th 
Univcrsjty lCT Divisior itself. 

< 

(7.2.3] It will be the r e s pon s Lb i.Ld t y of University ICT 
l)ivision to ensure t h a t; this r equ i.r erne n t; is followed at all 
t.Lm e s . Any emp Loye e be,::oming aware of a br each to this security 
requirement is obliged Lo notify University !CT 
Div ision/Ad,ninistra tion immedia t:e) y. 

[7.2.4] All secur�ty and safety of all p9rtable technology 
(such as notebook, ..:ableL/pads, sma r t phone s ) will be the 
responsibility of the employee who has been ·issued wj.th . Each 
employee is required to use such devices and to ensure the asset 
is kept safely at all times to protect the security of the asset 
issued to t.hcm . 

[7. 2. 5] rn L he event, of loss or d arne qe , un Lve r s i ty !CT 
l)i vision w j J 1 assess t he securily 

· l 

measures undertaken to 
/ 

1' 
Dr. DHARMARAJAN P.K. 

Vice-Chancellor 
Sret Sankarachar,-a University of Sarit� 
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[7.2.6] Ill I J)•)rt ... i\J I 1' 11,•v i, ·, '�; whr-n I. ' . I l t ., I I l,c of I ! ,.,. (!1 '.<°; k 
j :-; 1 c» ]1,:- sc,·1111,..'{l IJy r e-Lcva n t :c:r,c_·11ril;/ Ill(' 1r;urr· ·,11(·h .-.:� �:c·yJ!,l(l, 
t,·,._·k «t c . p r ovi dcd by the un i vcr s i t.y lC'T' lJ1v1!Jjo11 

r7. 3) Ln Eo zma t. i.on Security 

[7.3.1] Al 1 Lhe isGued bu s iu e.s s rto v J cc o r co • vc r-s , 

c·,-JJJ1JJ11Lers, l ap t op 

s Zno t e-boo k s , rab Le t s z pa dsi , srua r t phonc s etc.) 
t<11- [311.<:,i.11ess Pur'po s e s mu s t; .fJc adm i n is t r-at cd by t he Un i v ers i t y 
T'�'l· nj v i s Lon u s i nq nece s s a rv User Access Contro)s I Pr:ivileges 

[7.3.2] /\ll tile use r s muu t keep a check j j s t of reJevanL 
rl a La to be backed up either qene r a J such dS s cns i tf ve , valuable, 
o r- ccilical bu s r ne s s data in Lhc .i s s u ed bu s Ln e s s devices issued 
.Ji Lh. 

[7.3.3] It js the responsibility of cn,ployee to ensure thal 
!�ily dat� back-ups are conducted 

[7.3.4] All technology that has internet access must have 
r n t L'-v a r u s software installed. It is t:he responsibility of 
j n i ve r-s i ty !CT Division to install all dnt.i-Vl.rus software and 
m s u r e that this s of twa r e remains up to dn t e on all techno.l ogy 
ised by tlie business. 

[7 _ 3. 5) All Ln f o rrua t Lon used w i th i n t he business is to 
.cfb e r e to· the p r Lva cy laws and the business's con f Lde n t a a Li t y 

1uiremer1ts. Any employee breaching this wjll be suffering from 
·elevanl consequences. 
7.4) Server Operating System Security Guidelines 
efore in�tallation of server one should first identify role of 
he a er ve r . The server role me an s applications running. on the 
c r-v e r . r'nc s e r-ve r can be deployed as a file server, print 
erver, mn Ll. server, web server or database server. Based on t.h e 
erver role or applications running on iL, System Admjnistrator 
SA) can categorize the server under low, medium or hjgh threat 
�rccptj.on. In all cases the SA have to plan for adequate server 
ecurity to ensure conftdentiality, f n t.cq ri t y and availabiJity 
r data. 

7. 4 .1] 
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. lOi,!11111('!, t h e 
i!c•(jJ('.ilv.J t\,.1 .J :;111(J/1• 
,·r,nf1gu1a\Jon, wh i ch 

1,.•,11,...{.�:, tin 1k,J1!i0,<J oI r,"1n11qu1:nLJ()11 c-r r-o r s . ]L c l s o 

el i m.i nut os 1u,,·XJJ<·Ci(•(J rJD<i unc,,.t,· r n r r-r a c t.a oni. .uuonq LJ1e s o r v.i ce s 

rh.r r p r e s en t 
10!l!-J<)rtuni.t1,�!; fo1 int r ude r s . )n sonic cases, it may 

b c ;1r111101•rJr.1r1• t o ot Ier mor c 1/iu11 one s e r v.i c-o on d a r n q Le nos r 
Cl)1J1J)ULcr. l-'c,1 vx.m p Lc , t hr- s e r ve r s of t wa r-e f r-om man y v onc o r s 
comb ines t ho il ]C' t.r-ans f er p r ot.oc o I (F'fP) and L/1e hypertext 
t r e n af.e r p i o 

t.oco 

I IIT'J'I') ccrv a cc s 111 a s f nq 

Le 

package. Fo.r s omo 

orgnnJ�dL.ions, it 11·ay be aµ�ropriate to provide access Lo public 
information vja boL� protocols !rom tile same server host, but it 
is n o t. r e cotnmended since Jl is a less secure confjguration. 

[7.4.2) Ph.y::.ical ::.ocurity 
Access Lo .:.i server is very .important, phy:::.ical access to a 
ec.r ve r s hou Ld be ]jmited to only aduu n Ls t r a t o r and other server 
ope r e r or s 101-· bac kup etc. 'I'here shou Ld. be no free access. to 
servers. In qcne r a L, followj ng guidelines should be adhered to 

1. Protect t.hc system f r om un au t ho z Lz ed use, loss or damage, 
e.g. the door s hou Ld oe locked when nol in the office 

2. Keep pc r t.ab Le c qu Lpmeu t; secure- 
3. Position mon Lto r and printers so that others cann.ot see 

sensitive data 
4. Ke ep floppy disks and o t.he r- med.i a in a secure place 
5. Seek advice 011 disposing of equipment 
G. Report any loss of data or accessories to the SA 
7. Keep the system and s en s i t.Lve data s ecu r e from outsiders 
8. Get authorizati�n before taking equipment off-site 
9. Take care when mov i nq oqu Lpme n t;' 

10. LOCJ cu t, , shu t down or lock the .s ys t em when leaving office 
11- r ns t a Lt UPS s y c t.em wil!i adequate battery backups to avoid 

any data loss or cor:r:uption due to power failur:e 

[7.4.3] Methods of a�thcntication 

Depending 011 the level of threat exposure to the server, 
authenticalion method should be chosen 

user/password 
an accepLable 

build 
OS is 

a choice could be ma de from 
::�:;··:: 

by an ···::,.:::: 

ARAJAN P.K. 
Vice- hancellor 

Srtt Sankarachary., Unil'ffli1y of Sansf1 
talady, Erna�11lr1'11. Kera!z·683 57t 

1'hreat Exposure in 
available with the 

l. t'o r Low 
mechanistn 
practice. 

2. Fo r Medium rhreat Expo s u r e 
use r /password co,nbina ti on 
diLl1 stro.19 passwor:d 
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3. f-"tiJ 11iyh 1'h1c·,.t1 1-::-.11,,·11111· .J , hor r-c ,·\.1ulcl !Jt UlrJtil:'.- fJ•1n1 
1.,Jk-211·.�, cmar-t. L",11,i'; .rnct l11n1n'::'l1i1·s 

, h.a t r ec oqn i 7.e <.1 r-1(:"J s oo i.o sco 
cba r ac r e r i s t i c s cuc-h a s firt')L'lf.ll i n t s 
the rcl.inal b l ood VC!.SE·]s. 

devLc c-u (U,,,,jc_·p:; 
on b Lo Loq t c-c J 

CJr J"1._1LLer11:; of 

(7.4.4) Account Policy 
[7. 4. 4 .11 User privileges & .:z;,igl)ts 

. ' 
rto ctnnen t; the ce t eqor Le s of users Lhat wilJ. be a l Lowc d e ccee e Lc.1 

.Ye provided services. Ca t e qor i a e Li!JCI'"!:i Uy t he f r organizaLional 
depa1:-t111e11L, physical location, or j ob responsibill ties. A 
category of administrative users who will need access to 
acirq.i n Ls t c r t.he network server and a c:ategory for backup 
-ip e z-a tors needs Lo be crea t.ed . Norrna l.l y, access to network 
;ervers should be restrjcted to only those adininistrators 
esponsible for operating and maintaining the server. Determine 
lie privi.leges that ea ch category of user will have on the 

-ornp u t e r . 'J'o document privileges, create a ma t r Lx that shows the 
s e r s or user categories cross-listed w i t.h the privileges the y 
ill possess. The privileges are cus t oma r i Ly placed in groups 
na t define wha t system resources or services a user can read, 
rite, change, execute, create, delete, install, remove, turn• 
-i , or turn off. For many resources, s u ch as progra,n and data 
i les, the access controls provided by the OS are tl"le most 
· ·, j OllS mc)ans to enforce 
.c r yp t Lon technologies 
.n.s i t Lve informrttion . 

access privileges. 
to protect the 

Also, consider using 
confidentiality of 

. 4.4.2] Passwords 

r.ta r-k s . 

Dr. OHARMA AN P.K. 
Vice-Chancellor 

Sree s,nundlllyl Univtnily 01 s.n,lot 
Kalody, Ernakulam, Kerala-681 S74 

J . 13e as long as po s s Lb Lo 
Include mixed-case letters. 

:i. ) nr-Ludr' dlgi.t.s a nd purrctuat iou 

;trong pa s swo rct rnus t : 

ere ah ou Ld be password policy in the o rq a n i z a t i on . 'l'h c 1110::;t 
-nmon me Lh od of authentication is password. The responsibj li ty 
selecting a password that is hard to guess generally falls on 

-tr s . ·ro decrease the chances of que s a i.nq pe s swc r d , us e t- mua t; 
Lc c t a h a r d+t o+que s s , or s t rcuq password. / 

�) 

] 
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. No t j,, )d:,<>(J .u <lll'y' ,JJ0[_:.c>;1r:1!y W<.J!C.1, .Ill e nv f<Jll,:Jll,HJ('. 

�·J/1J Jp 1110::;L �li.:i1v, :,y::,l�·i;i.,:; l·,,i, cn f o r cc dt Jc,;1sL s ome <.11 Lliese 
ru f os . iJl111,Js:_ nonr navo rc.u u r-o s 1:0 on r o r c e aJl oJ them . t)csµlt<:! 
r.111 t hcs e e Lf or 1.� the p.1:;:_;1,.001-l.iS could b e quc s s cd given er:ough 
tLme . 'I'ho s a user must a l s o : 

1. Chance h i s Znc r pa sswor d r cqu Ic r-Ly , in o r'do r to J.j111iL Lhe 
amoun t of L.11112 a v a r Lab Le t o pc r aon s to guess j L. 

2. All s yst cm-Tr ve L p.;1[;51;;01ll.s 

a pp Li ce-t i on administration 
regu)arly. 

3. Never us e Lhe �::i,_m.� r)�s_s:..i_or? t w ice . 

N'I' acim i n, 
be c.:ha nged 

(e.g., r oo t , enable, 
accounts, etc.) must 

Some systems have a pa s swo r d e xp i.r y feature, wh i ch forces user 
to change h i s password pe r Lod i ca Ll.y . Somo s y s t ems Ln co r po r a t.a a 
pa s swo rd history "ea t ur e , wh Lch disallows use r from reusing one 
of his last n pa s swo r ds . i-'Jl1en faced -. wLt h a password history 
me ch a nf srn, eome users may change their password n t Lrne s , and 
return it to .i t e original value, so as to avoid having to 
remember a new pa s swo r d ve Lue . To prevent this, systems should 
e Lt.he r have an un Ld rn i t ed+Lenq t h pa s swo r'd h.istory, or prevent 
users lron1 changing their password more tha� once daily. 

(7. 5) V1orkstation Operating System Secur�ty Guide1ines 

The word "workstation" j s used 
cornbination of t.he hardware, 
s o r twe re , and ne t.wo r k connection . . 
[7.5.1] User Categorisation 

in th.i,s 
operating 

module 
system, 

to mean the 
application 

, 
F'or wor.kstations, the categories of users _should be defined. The 
c e t.eqo r i.e s should be based on. u s e r r9.�""9s that reflect their 
au t ho z Ls ecl activity. 'l'he roles are of t enccbe s ed on similar work 
a s s i qnmcn t s and s Lm i Le r needs for .accees to particular 
d n f o rme t a on re::;ources-system actmiri]-$trators, software 
deve Lope r s , data en t r y personnel, etc., �If ctppropriate, remote 
users should be categorised as temporary or guest users. 

[7.5.2] 

Create 
listed 

User Privileges 
a ma t r i » t ha t; shows the users or user categories cross 
with their privileges. 'rbe privileges a re cus-tomarily 

placed in groups that define what system �esources or sei;vices a 
ui-o r can read, w:r:. te, change, e�;ec.:lfte, create, delete, install, 
r craove , r u r n on, oc turn ot E. 

MARAJAN P.K. 
e•Chancellor 
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1·, �.:,) C,:n1C.19urc n111J l.l!)J� oompu t.c r s u�Jng a tcs Led mocic L 

1:11,·11 ,J,·111,,y111q �.(·vv1.1.J ,,,1111111tl.>r t•:,11c·,idlly lll·:;kt,,11 
\.J••1L:.r.1IJ(1n·, <1C:t1",::,� dll c,r9,1111:.,,.1ti•,n, it i�. l><IL<"J: L11',.:untiyu,r• 
,1110 :1r)fllt)r'lr\at0Jy a nd thon fllvpaq,1Le tl1o1! c.on Li qur-a t t on LC• o Ll 
t'be ot 

b e r s . Jt 
should be eru.ur-od t ho t ll1.i:; .i�; done ir. a s e cu rc 

ur.rnn e r, e ape-c La j j y jf a network f a u-s ed for propagation. 'l'h i s 
/1t']f1.·;; in c s t ab Ll ah.i nq :1 con s isront. Jevel o t s ecu r Lt y on all the 
1·,unJ">Utec::; Lo 1,/\N. lt also La c i li t n t c s ccn si s r e nt, upcia t.f nq of all 
c-ompu l e rn as and when nece s o a r y . 

[7.6) Web Server S�curity GUidclincs 
wP.J·, server .is a progra,n, \<1J1j ch l La t en s for http requests on a 

·rcP/11' po r t; (normally e i t.he r- po r t 80 or port 443) and s c r ve s 
h t.m I p aq e s in response. 

(7: 6 .1] 'rhe essential wa y to secure a Wei..> s e r vo r t h r ouqb lhe 
fo] lowing steps 

1 . Ln s t a Ll ing a Secure server 
2. Configuring .Web Server Software and t.b c underlying Vleb 

Server host operating s ys t.em 
3. Ma.intainj ng the Wet) Server's Ln t eq r i ty 

(7. 6. 21 Practices that should be adopted by business technology 
for jnstalling and confjguring web server are as follows: 

l. Isolate the Web server fron1 public networks and the 
organization's internal networks. 

2. Care must be taken while p)aclng a public web server. on 
Uni v e r s i t y ne two rk . It is highly recommended t.ha t the 
ae rve r he p Laced on a separate, p r ot.e ct.ed subnetwork. This 
w.ill ensure that traffic be twe en the Internet and the 
server does not traverse any part of the private internal 
network a11d that no internal network traffic is visible to 
the server. 

To accomplish this, following steps may be taken: 
a. Place the web server on a subnet isolated from public 

and internal network. 
b . Use firewall technology to restrict t ra f f i c be tween a 

p'ub Li c ne t wo r k a nd l he web s c r-vc r e nd be t weeu the we)) 

s e r-ve r and the j n t e rn a 1 ne r wo r k .1 

Dr. DHARMARAJAN P.K. 
Vice-Chancellor 

StH Slnbrlchl,ya Uniwnity of Sans ht 
Kalady, Emakulam. Kerala-6R1 17' 
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.nd r o.n c-r s 

C·. Di:;,;11,lc· - P 
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seLvices. 

:;,1111�t: 11)1iti.r11J Lunc t f on s in Lile firewalls 
p11,tlct1nq rh� publj� web h�rver. 
1011v._i1tli11q anet s ou r ce r our r nq on t.hc web 
t.h« s oi v e x hosts t.h a t p.r ov i.dc s uppo r tinq 

object, 
for the 

(7.6.3) Confi.gu�e the Web s e r vc r with a pp r op z-Le t.e 
device, and f ilc acce s e con t r o Ls . 1'his is necessary 
r o l J owing reasc,ns 

a. 'l'_<? !iniit e cce's s' Lo the �,.1�b s e r ve r soft�ai;_� 
LI. 1'o apply access controls specific to the Web server 

where mo re detailed levels of access control arc 
required 

'l'o con f i qu z e this, following steps may be taken: 

and 

DOS 

be 

a 
is 

under 
This 

a. 'l'he web s e rvc-r should be configured to execute 
unique indi v a.dua L user and group identity_ 
Lmoo rt.am. for Ltnp Lemen t Lnq access conlrols on various 
files, viz. Server log files, s ys t em software and 
configuration c i Le s , password files e t c . 

b. The protection needed for various files, devices 
objects specific to the web server should be identified. 

c. Time-outs and other controls to mitigate the effects of 
attacks should be configured. 

d. The file serving of web server. file listings should 
disabled. 

(7.6.4] Configure the 
encryption technoloyies, 

Web server to 
where required. 

use au then t Lca t Lon arid 

Without s t r onq user authentication, one ;'inay not be able to 
restrict access to specific information· 'by authorized users. 
Before placing any sensi.tive or restrictect.:·(i.e. not for public 
consumption) .i n f o rma t Lon on a public Web !Server, one needs to ... 
d e t e rm i nc the specific security and protect'ion r equ Lr emen t a and 
oon f f rm Lha t, t!"le available technologies, li.i�e SSL (Secure Socket 
Layer), S/JJ'fTP {Se ou r-e !!ypertext 'l'ranspor.t Protocol), and SE1' 
(Secure �lectronic Transaction) can meet these requirements. 

[ 7. 7] Firewall. s c cua-L ty Guidelines 

Dr. DHARMARAJ 
Vice Ch AN P.I(, 

. Sree '··1 ,. , ance//or 
� -.-, Mac,1<11 1 u · . 

, J(;il'ldy, Erria'·· 1, n�vers,tyofsans(rit 
'l 71, "ral?.fi!I� 574 
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111,i.11,JIY Jrz11n1..•1,;1._,rk for Ji1·c\.;.1JJ ... ; ..-inci f110h• .. il I cnvi r omuen ts , but. 
t /1,·1· t o p rc scnt s uqqe st.ed app r oc chc a tr> tll1! t.op Lr- . 

. 7 . J.] Genera). Guidel.incs 

l. IJ1J:c�.i ur-ns processes ahou l d v i cw fj rcwa J ls as t he i r . firsL 
.l i.n e of defense f r om external threats; internal security 
mu s t; still be a top p r i or-i t y . Ln t e r naI systems must be 
p a t ch e d and configured in a t ime f y manner.. 
Organizations should use tirewalls to secure their Internet 
connections and their connections to other networks. Pr-ope r 
Fj.rewall shouj.d be f r ame d and followed 
A� remote locations, users should use pe r s one I firewalls 
a n d firewall appliances to secure their connections to the 
Internet and Internet Service Providers 
Organizations must mon i t.o r incident response team 
e no security websites for information about current 
and vulnerabilities. The firewall policy should be 

reports 
attacks 
updated 

as ne ce s s a r y . A formal process should be used for managing 
ctie addit.ion and deletion of firewall r ul e s . 
Organizations should recognize that all system 
3dministration, especially firewall administration, 
::-equi.res significant time and training. Organizations 
;hould ensure that t.he i r administrator receive regular 
raining so as to stay current w.i t h threats and 

. l nerabi l i Lies. 
n s u z e t ha t the Firewall and the network cabling related to 
t are ph ys Lca Ll.y secured. Plry s Lce L access to the firewall 

the related network c ab Lf nq p rcv i de s opportunities for 
I intruder to bypass the firewall itself 

'echnol.ogy Access 

. 8 .1] Every employee 
to access 
a password 

will be issued with a unique 
the business technology and will 

for every single access of the 
witll University Network 

i o.a t.ion cooe 
j r ed to set 

8. 2] Each password is to be set 
least one c<:r•j t a l Le c t e r , 

¢E SA.NI{,:.<;, 
• "o 

• ' -s ( \i ·,� ') ., � 
"II' :,..-: • ,o 

..t,b,..st1'd"' 

Ly crup I oyoe 
letter, 

, 

D DHARMARAJAN P.K. 
r, Vice-Chancellor . 

u,,;,,,nitJ ot s,nskm 141ts.,oothlrP 74 
Kalacly, &nal<ulam. Ke<ala-683 5 

o s will1 at 
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17.8.3] llr11vL•J.3LI' !C'j' 

JS:�Ulll�J ,,1 t hc i dcutLtr c-a tj on 
l'lnJ.>J oyco-. . 

[)J V ! : , l \ I I 

codc .;111,1 

is 1esponsil)lc 1or Lhe 
.i uit i a L r-c s swo ro for. all 

[7. 0. d I �-Jhere an emp Loye e torgels Lhc pa c swo r d or is 
"Lc c k c d out' a rt.e r t ti re a wrong I a i Lu r e a t t empt s , then r eoove r i.nq 

of t h e s cme be done .·>y d i r-ec t, contactlny t.he University JC1' 
IJl vision or by using r ecove r-y p r cccdur e s a va.i Lab Le in the wo r k 
flow. The Unlvccsity ICT Division j9 authorised to reissue a new 
an i. tial pa s swor d that wd J l be required to be changed when the 
emp Lo yee logs in using ·· J1e new "Ln i t ia I password. 

business 
only with 

[7. 0. 5) Employees arc only authorised to use 
c ornp ct e r s for persona: use and will be possible 
p c r-m i s s Lon from University IC'l' Division. 

(7.8.6) Internet policy wilJ be appliccible i11 time to time 
a s pe r direction f r om t he un Lve r s i t y admi n i s t r a t.Lon . 

[7.8.7) It is t he responsibility of University ICT Division 
to keep all procedures- .:.:or this policy up to date. 

[ 7. 9] Password Policy· 

'r he fol) owing policy should be consider.:ed as the m Ln i murn 
baseline password policy for implernentation across all business 
p r o c e s s systems in the University. More stringent criteria for 
set ting a nd usage of passwords could be followed (wh Lch should 
be consic.tered as above the baseline) for any business process 
based on t he need. 

on immediately r emove d be 

1. PasS\VOrds should l1c? cb a nqed every 45 days 
2. Passwords should bt� m i.n i.mum of 8 characters 
3. Pa s swo r'd s should be a Lphe nurnc r Lc cha r a c t e r s with a minimum 

01· 2 numeric oha r a c t e r s . 
4. Blank passwords ah ou Ld no t be permitted. 
S. 'rhe m Ln Lmum passwcrd age s bou Ld be 1 day. 'rhe re should be 

110 inunediate che n jc s of passwords at least on a daily 
basis. 

6. Guest accounts sh ou Ld 
Ln s ta Ll at ion of .s y.-t ems . 

D DHARMARAlAN P.K. 
r. Vice-Chancellor 
, ,. ,,r .. �,-••n;, . .,r�itvofSans\.· 

'"·�f" �'"�) � 

7. Default s y st.em a ccvunt.s prov a de d 
s hou Ld be rcnarncc Lrnmed i.a t.e Ly 
s vs t cms . 

by vendor/service 
upon 1n.,sLallation 

provider 
of new 



• li.L.J!..l J /J.J:'-,,·,1..!IJ" !:11, . ..'IJJ<! Ti�,t /1,· Jl'L!:;l·�J r�'ll ,,Jy 111!���1�,. 

/1.l t e • :) un-iucc.ccs f u l .r t t,�1111,t:..;., n cc-oun t s hou t d lu- ll\<'k{•d 
unt.il tile s ys t em admi n r s-t r-a t o r l•'<1i'l.lv,1t(': Ilic· d1'(',�u1.1 

9. USC'l'"S silou]d I•(' 1,•,1u.i11•(.I 1,1 C)J,Jf1(J(: t!.1 ii 1,,1�·�1..;1)11i:; 
fmmc diat cl y a Lt e r 1.ti,,i1 Lt rs t, logon tu tt10.11· 

app Lf r-ut Lons yjr r ys t ems for f i rs t t fme f oqon s . 
JO. Password sllouJd strictly be kept p r i v a t e .:111d conr t oc-n r f a t . 

Passwords should not be sh�red, coded int,1 progra�s, stored 
in an unp cot.oct.cc f o rm .in any T'I' s ys Lerns Lnc l ud i nq mobiLe 
and wiroJess devices inclusive. Password should 11ot. be 
writ ten down . 

11·. Password should not be displayed in plain text wh) le 
logging in. Passwords 'rnust be masked. 

12. Pa s swo r d s sJf6\.lld be cha n'qed " iffimcid.icl"te-1y in case of c 

User 

tf-ansaction every for held ·responsible be 

Passwords" in any 
at application 

suspected co,npromise or a wrongful disclosure s ce na r i o . 
13. Responsibility of maintaining c cn fiden t i ality of 

passwords .should rest with the User. 
14. pa s swo rd s should be corrununicatcd securely to the Users. 

'l'emporary secure .. passwords s hou Ld be Ln f o.rmed to Users first 
time, enabling IMMEDIATE change over to passwords of User's 
cho Lce , as per t.he policy. 

15. There shou Ld be a process--to verify the identity of the 
User prior to communicating the password for a new user, 
wh LLe resetting password or in case of issue of a temporary 
password. For example, IT Service Desk or System 
Administrators should conununicate passwords to . identif.ted 
users only after con f Lrm Lnq certain user details like 
Employee number, Date of joining etc. 

16. Initial temporary user pas swo rd s should be linked with 
unique identifiers of a user and should not.be guessable. 

17. Users should refrain from using any oP�ion which helps . . ' �;. app j i c a t j.on ·::at the end user 
level Lt s e Lf v' for convenience 

"Remember 
rnachine or 
purposes. 

18. Users should 
being carried out using their login account.· 

19. Screen saver password should be enabled by Users on t.he i r 
own desktops/laptops to prevent unauthorized access. 

2 O. Any employee/contractor /partner /vendor I service provider or 
supplier knowing cri.tical system pa s swo rd s for business 
purposes shou Ld ce bound by standard Non-Disclosure 
Agreements (NOA). 

21. r,;,J,enever key 
e cc e s s to the 



• 
,� I I I t 11 I I ' ' I Ii, • � , , Iii I ' l .�. , \.,,,',, 1 r ! 

11 ,111, • f I I I, I".' 

.U·;.>,:, :;J1,,11J,l ·, It 1111 11.,111 <l,111'1 ',,lllh.' t·.J'i'W,)Jd•, fr1t l)U•,111E.''.):.., 
,n,J J1,•11-!>11.,;1n, ·.·, r·i: 1,,, -, , •• 

[7. JO) Additional Po Li c i c u f:or \.-7ebsi Le Po1-icy 

Reference: .s_y::r�>111 :lr.•r'/11 I I y (;o i <'i(•.1 i 11.::::1 l,y l na is n C(>lnf>L1 t.01: 

(OJ In£c,r1natjon 'J'cchnology J\.d111i11ist:ration Po Li.c y 

Adm in ic t r-a t i on invo Lvc s t.11,: J'J' as act manaqemon t. 1 ... h i ch no rma I j v 
it; t hc s o t of bus i 11<.·�,:. p r a ct j co o t.he t join financial, 
co11trac1uaJ and 1nvcl1toiy functjo11s to nupport life cycle 
man a qemen t and s t.r o c cq.i c dc-c r . s r on me k Lnq tor. the IT environment. 
J\:;;jeLs tnc Lude all e f emcn t s of s of t wa r e a nd hardware that are 
found in t hr- bu s i ne s s en v i ronmen t . 

[8.lJ Purpose 

'J'h1 s pol 1 C}' provides 
1 n f o rma t 1 0:1 tech noI ogy 

qut de l Lne s for t.he administration ot 
e anc L s and r e s ou r ce s wi Lili n the business. 

[ 8. 2] cone e a j, procedures I guide1incs 

[8.2.l] All s of t we r e installed and t he Jicense information 
mu s r; be re q i s t e r-ed on the University IC'r 'Division. rt is the 
rcsponsJb.il.ity of the c.liv.ision to ensure that this register. is 
,naintai.ncd. The r eq t s t o r mu s t; record the following m i.n Lmum 
i n I'o rmc t i on : 

eve ry rnach Lne 
i.11 p Lace for 

J · Dev.i co 10 
2. Si N<), Model end Dev i ce 'I'ype 
.3. What s o f t wa z-e is installed on 
4. YJhc:1t Ld cen s e e qr-eernen t s are 

package 
S. uenc-wa j dates if app Li c ab Le . 
6. Location 'and User of tho device 
7. Oct.ails reqa rd i nq AMC /War.ranty etc. 

e a ch software 

111?! i n t en cuc o and me naqcmcuu 
bu si.ne s s t ec h no Loqy . Any 
app rovect by Lile Di vision. 

of all s e r vLce aq r e eme n t s 
s c r v i co requirements mus t 

[8.2.2] Univci.:$ily IC'!' Qjvision is responsible for 
for 

first 

the 
the 
be 

requirements on 

or. DHARMARAJAN P.K. 
v\cP-Chancellor . 

' . .,,,: .. "' ��l\(\,"1" 

[8.2.3] University JCT U1vision is 
ade qua c o t o chno Loq v rpa ro pe r t s and 
ba s i u of the ana Lv.t is of ne cos s i t i e s . 
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lC'I' IJ1vjs1011 in Sd�)JCClCd s i t uu t r on.s t o t.:!OSllTI..! 

j,11forn1.Jtion t o chno Loq v J.)0-Jicl('S are l;c•in•J ,::1tih('1P(l to. 

IJ!l i V• : :;.1 l Y 
r h.t r Mil 

{8.2.5] Au y un spe c i r f ed techr,oloqy adiut n Ls t r a t Lon r-oqu Lr emont e 
should be c Iiec t.ed to Universily 1C'J' njvj s r on 

[9] Website Policy 
Re c onuuended qu i de Li ne s app J j c� !01 the developrncnt 4111<i 

mana qemen t. o L un i ve r s i t y web portal and its child websites. The 
primary objectives of tJ1e guidelines are to en su.rc t.h a t; 
belonging to any co ns t i t uen t. of the Un)versiLy, at any Jevel, 
are visitor friendly. 

( 9. 1 J PurpOsc 

T,his policy provides guidelines for Lhe maintenance of all 
relevant t e cb n o Loqy issues r e La t ed to the business website wb Lch 
arc to be followed while developing or rnanaq Lnq any web s i t e s , 
web portal or web application under the perspective of 
University. 

(9.2] Gcnerai Guideiines 
(9.2.l) All the web s Lt e s should be hosted in the .. University 

Data Centre 

(9.2.2] A Website Register is to be followed which must reco'rd 
the f o Ll.ow.i.nq 1ninimum de t a.i Ls : 

1. List of domain names registered to 
2. All the domain names should 

{name}.ssus.ac.in 
3. Super user credentials 

the business 
be in the f o rma t; of 

(9.2.31 1'he keeping the register up to date will be the 
responsibility of UniversitY. ICT Division. 

[9.2.4) All content on the business website must be provided 
by respective business areas from the University in time to time 
t h z o uqb any University Administrative Cell (such as IQAC 
Internal Quality Assurance cell) or from the authorized 
n octe s Zpo i n t s which are directed by the University 
Administration. Re l e ve nt; communication /must be made by the 
un f ve r s Lt y Administration to such Busines� �odes. 

� 

Dr. DHAR RAJAN P.K. 
Vi<e-CH ncellor 

Sree Srimloy, UniYfflity of Sansknt 
Kalady, Emal<ulam, Kerala-683 574 
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[7.10] .7\dd.ilional pof r c Lcs for wcb c Lt.c Policy 

H.oforcnce: SJ':: I ,.,,n .SC'('IJ r: i Ly 

!·:Jiit.} { yuii c:y l�('!SJ)()J)SC' Tt..'J/11 

Gu ic;icJ j /JC!; by J 11d .z a n Cc)1nput�r 

/ OJ En Eo mna t.a on Technology Ad!nini� Lra tion Policy 

,·c1nl 1 actual 

/\,J11\Jni�Lra:tion invol vos the 
; �, L li (.' 

J'l' a a s c t manaqeme nt; which n 
o rma Ll y 

proc-t.f ce s t.hat j oan financial, 
Lunc t aon s to supper. L life cycle 

mannqcme nt. and s t.r-at cqi e- dc c Ls i on ma k i.nq Jor the r·r c nv.i r onmen t . 
A:;!;(·!:; Lnc Ludo al) ol omont s of s of t.wa r e and hardware th a t; are 
Iound .i 11 the busLncs s on v J r.on,nent . 

[8.1] Purpose 

'l'h i s policy provides 
j n r o rmc L iOn technology 

guideline� for Lhe administration of 
assets and �esourcbs within t!1e business. 

(8.2} General pro�dure� / guidelines 
LB.2.1) All software .in s t a Ll.ed and t.he license information 

ruu s t be r eq i s t e r ed on t he University IC'r Division. It is the 
re apons i b Lj i t.y of the division to ensure that this register is 
rna.i ntained. The r ec i s t o r rnu s t, r eco r d the f o Ll.ow i.n q minimum 
Ln f o rma t Lon : 

every macbLne 
in place for 

1 Dev i ce ID 
2. Si No, Model and Device 'I'y1)e 
3. V-ll1at s o f t wu r e is installed on 
1. What lice11se agreements are 

p ac k a qe 
�. Renewal datei if applicable. 
6. Location and User or the device 
7. Details rcgardjng �MC /Warranty etc. 

each software 

I 

Dr. DHARMARAJAN P.K. 
Vice-Chancellor 

Sree Sankarad,aqa University of Sansk<it 
Kalady, Emakulam, Kerala-683 574 

Division is r e s pon s Lb Le for the 
of all service a q r-eeme n t s for the 

servjce requ.:i.rcmenLs mu s t first be 

[8.2.2] · University ICT 
n.a t ntenance and man aqeme n t. 
bl1Sincss technology. Any 
approved by the DivJsjon. 

(8.2.3] University JCT DJvi:;ion is responsible for maintaining 
a de qua tc t·echnology ouner r-equ i r cme n t.s on the 
l.1,1� is of I he ana Ly s i s 



• [!J.) 5J • • ••I 'I I ' I I I I [ ,• I I' !1,' " . , 
1, · j ,,., I , v, I 111 -, I t 1, -v, d' ''./ • ! . ,, ' , 11 l 11• I , I J '. ! f! l ll ! , , . 11 l ! I" , J 1 , ·, ! 

. ,,11 .. 111 ll111V•'1:;1ty 
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f 9. 3] 1\ddi ti.on al Po La c Lo c for \-lcbsi tc Policy 

I r,L01J1·u 1 l'a1·t of <..:ent x a L Sec.·, ,01.Jr ja/ 
Reference: f o C' t nct io n c;ovi"J"lllllc:?nt web s i LC."' 1!11 

f'JJ1111.1/ ot: O.ffjcc Ps oc-odur c 

{ 10) E-l·!aiJ. Policy 

'T'h o s c are the r eco.ruucud ed 
ntanagement of e-mail s ya r om f,·11· 

qu i de l .rucc for 
h11�in0�� 11rocess. 

Lhe usage and 

[10.1] Furposc 

'J'his policy provides 
.r:elevant 
s ys tern. 

technology 
guideli11es for 

i s aue s r e La t ed 
the 1naintenance 

to the business 
or a 11 

c=ma i I 

(10.2) General Guideline� 

[10.2.1) All t.he business entit:ies ruus t be prov,ided with 
cma Ll. accoun t s with the domain name ssus.ac.i11 

(10.2.2) For s t a t.u t o r y off.l.cers an additional gov.i11 email 
a oc ou n t s mu s t be u.sed for confidential and government 
commun:i cations 

(10.2.3) 'f'he f o.c Low i nq 
statutory·officers prov:ded by 

are the 
Government 

e+ma Lf 
of India 

ac coun t a 
(@gov.in) 

for 

Vice- Cha nee I lor: vc.ssu-kcr@gov.in 
Pro V i ce- Cha nce Lkcr: 
l:inance Officer: 

µvc.ssu-ker@gbv.in 
fo.ssu-kcr.@gov.in 

Registrar: reg:islrar.ssu-ker@gov.in 
[10.2.4) All the bvsiness area must 

for bu s i ne s s process provided 
Divisjon{@ssus.ac.in) 

be 
by 

used e-rnail accounts 
University ICT 

ma neqe and rna i.n t a i.n 

Dr •. PHARMAKAJAN P.K. 
Vice-Chancellor 

sree Sriarldllrya Universi1y of Sanskot 
Kalady, Emakulam, Kmla-683 574 

1 er 
for 

University 
credentials 

9f 
the 1(ser -1, 
� 

responsibility 1 he is (10.2.5] IL 
Division to create, 
e.s c h ema i 1 accounts 





• !JO.? 6J 1hv 11 \ 1 , 1- ,I, 111 1.1}, 111,1 .t lie :..,l,>t1•,I w r c l in t bc 
1J111v,:1: Jly [).1t,:1 t'out r c 111 1t:; (·l,·1·111,1!1, 

:i<>('l.ll .i t y J1·,1111,�··; l ii,. •·111 I Y/'1 i1111·. 

1()1111 h·i1h r,i·l:t•s:.iry 

/10.2.7J /', 1(·9i.�-1.e1 i:, 10 be kr-111 upda t o (or Lhc j to t ol •"'- 
111.1i I .u-r-ouur s .i s auod t rom un t vc r s 

r t y 

l C'I' Lit v r s i on . 

[10 3) Additjonal Policie::; for E-MaiJ. Policy 

Commun i cs t .r on.s and [11[01:1n,1L t on 

't'ectvno l 

oo y 

Reference: 1::-11,a il 
ru ect ron i co and 

Pol icy u[ covermueiu: of 111d; a, 
J11l·o1·111aLion To ctvno l oq y , 

lrepe r t morit: 
n i n i s cr y 

' 

or 
01:· 

(11] Electronic Transactions Policy 
. ' 

'I'his pol.ir.y provides guirlel.i.ncs [01 aJ.] e Le c t r-on i c transactions 
undertaken on �ehalf of the busir1ess. 

[11 .1] Purpose 
tt'h e ooj ec t Lve of this policy is to ensure t ha t; use of ef cc t r cnf c 
f u n d s transfers and receipts are started, carrieel out, and 
approved in a secure man ne r . 

(11.2] E1cctronic Funds Transfer {EFT) 
(11.2.lJ Jt is the policy of Busjness Process Lhat all 

p a yrne n t s and receipts shou Ld be made by Ef'f where appropriate. 

(11.2.21 All EFT payments and receipts must adhe re to all 
University Fjnancial policies. 

l1L2.3J 
payments must 
business. 

All E�"''r arrangements, including 
be s ubm i t t ed to relevant Business 

receipts 
Area of 

and 
the 

[11.2.4] EFT 
authorisation for 
transactions policy 

p a ymen t a must have the appropriate 
payment in line with the financial 

in the University Financi�l Poljcies. 

(11. 3] Electronic Puz-che ae s 

(11.3.1] All electronic purchases by any authorjsed 
employee must adhere to the University Purchasing Policy. 

{ll.3.2) wbe ce a11 
the pe r s cn a u t h o r Ls Lnq 
Ln t e rn e t; sales site 
den1onstrate t!1at ttiis 

eleclronic purcl1ase is being considered, 
this t r ans act Lon mu s t; ensure that the 

is secure and RRfe1 and be able to 
}1a:-: been reviewed. 

Dr, DHARMAAAJAN P.K, 
Vice-Chancellor 

Sl!t Slntllldllfy, Uniwtsity ot Sans hr 
Kalldy, Emakulam, Kerala-683 574 
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cJ1,:1: ,,1rd po 

Li 

c v r n 111,� un i vc rci t y tananc r a I Po Lf c y • 

[12) l'I' Service Aqxe emen Ls Policy 

Ln f o r zuc t ron 'l'echno J og_y Sr1 vi c·@ an r.eement;a 
c ocumen t s pr epa r ec at. any interaction I 
services for the bu s i ne s s . 

[12. lJ Pttrpose 

is the service 
u s a qe oi third 

level 
party 

This policy p rov Ldc s qu i de Line s for all I'l' s e r v a ce agrcernents 
en t e reo into 011 beha Lf .o f the business . 

. ; 
[12.2] General Guidelines 

[12.2.1} Tile f o Ll.ow i nq lT service aq r eemen t s can be entered 
into on behalf of �he busi11ess: 

1. Provis.ion of genera J J T services 
2. Provision or network, nar dwa r-e and software 
3. Repairs and ma i nt ena nce of IT equ Lpmen t; 
4. Provision of business software 
5. Provirton of mcb i Le phones and relevant plans 
6. Website design, n,aintenance etc. 

[12.2.2] 
University 
is entered 

All lT service 
IC'l' Di vision and 
iI1to. 

agreements must be 
Legal Se c t Lon before 

reviewed by 
the agreement 

., 
and renewals (12.2.3] All IT service aq r eetnen t s , obl].gations 

mu s tt be recorded w c t.h University Adrninistration 

(12.2.4] i1here e n IT service agreement renewal is required, Ln 
the event that t.he _agreernent is. substant�.��-ly unchanged from the 
previous aq z eerncn t; , t.hen this a qr e emen t; renewal can be 
authorised by {Ln s e z-t; relevant job title he z-c l . 

[12.2.5] Whei"e a11 I'f service agreement r.e_7:iewal is required, in 
the event that t.he- aqr-e emen t has s ub s t a.n t.La Ll.y changed from the 
p r e v Lous a q r e emen t , University IC'I' Div.rs'i'on and Legal Section 
mu s t be reviewed. b.e fo re t he renewal is ente'r-ed into. 

(13] Emergency 

(13. l] puxp c s e 

M.i,I?,a'g_enlen t 
'> 

•:;' 
\ 

M� 
• 

of Inforrna tion T�e.chnology 

This po Lr c y 
j nformat i on 

p rov i c e s gu i de Li ne s for eme r qe nc y mana qement, 
I 

t e ch no i ogy WJ thin the b1JS1.ts 

. ,,,.,.,a,, .. � �� 
-� + �, 

!: \ Or. DHARMARAJAN P.K. ! �,..,;;-�{�; � , , Vice-Chancellor 
� �!'�tjs {: } 'Sree SantaracharJa University of Sant�·· 
";..o ..}' ,.-'�/ Kalady, Ernilkuli1rri vfri'1a·rc:· 

-r<,r� .�· ,, ' .'!� •• ., 

of all 
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J13.2.J/ VJIH'I<' 1:1,•11• I, l,11 l urv - t)l ,l/1),' cit t Ln /)\J�,111'"",:,':; 

/1.·11c.lv1�11,•, t hr i. 11111.'Jl. IJl' 11·/,·t!t'rl Lu l1111v,•r�,l1J.1 )t'I' !)1VJ'.1,,1i 

, 1u1nc•cl .i .:i r "'I y. 

[13.2.2] fl 15 

o r e i nu La r ne Lu r c 
1,lanncd emergency p rocoou res lo cn su r c 

t e ch n r c a J .-:i:.;!):1:;�.:1111 � 

u nde r t a ke 
that all 

lilt' re:·q.1011·�jl,il1Ly <1f 

of j ob dc s i gnalions Io t.e n r s on 
p lannccr 

omor qe nc y p r oc-edu r e s a rc app t-op r i a t e and m i n im i ae d.i s r up r i on r o 
J;,u.'.:::i 11e5'3 opc-r-a t i on s . 

[13.2.3] When a ha r dwa re failure cannot, be recovered or 
e o l v c d i n any manner. iL should be entered into .:i condemn Jist 
and kept in place with necessary entries by I.he technical 
a s sLs t a n ts . 1'h.is mu s t be done only o r t o r Lhe con Li rrna t i on and 
certification from the head of the Df v Ls r on 

[13.2.4] All failures must. be rcgj::;Lcred w.i th 
University ICT Division 

[1·3.2.5] 1'he signature for solved issues must be obtained 
and recorded from the end users 
[13.3] Software Disruptions 

[13.3.1) Where there is failure of any· of the, business's 
software or bu s Lne s s ' s Ln f o rma t.f on t.e ch no Loqy is cornpromised by 
software virus or s uch noticed breaches, this must be referred 
to University ICT Division J.mmediately. 

[13.3.2) All such disruptions must be registered with 
University ICT Division 

[13.3.3) The signature for solved issues must. be obtained 
and recorded from the end users 

[13.�] Website Disruption 

[13.4.1] In the ev en t. that business website is disrupted, 
the f o Ll ow i.nq actions must be immediately undertaken: 

[13.4.2] All s uch discuptions rnust be r eq I s t e r ed with 
University ICT Division 

(14] General guidelines for IT security & Audit Pol.Ley 
(14.1] Applicable 

P1occss 

Dr. DHAR RAJAN P. K. 
Vice-Chancotlor s ... - ........ ,u .. 

K ---�,, "ll'ffllt)'ofS..skot 
•lady, fmakulam, Kerala-i83 S74 
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111].].lJ USJng CD/ t .. Jol::.h IJI.1ver; 

]. f'J,,�li <.Jijv•!> 
c cm.i n r o t r a r r,r I 

l.oul c L,v u 
ron l 1 .o] J; ll(J 

t'rl r n c ons uLta t r on 
Of La ce r- (1'1') ano 

�11 L]1 :.;y::.LC'Hl 

s hou Ld be 
sc anned li�f or e us o. 

z . Unofficial ClJ�; o r l·'lt1::;h Di i ve s uhou Ld not, oe u s co on office 
s ys t ems . 

[11.1.2] PQssword 

1. Adm i n Ls t r at ivc 11ass,..,01 d 
managed by Lhe Sy s t cm 
I 1 'J') • 

of a I J. PC, Lap t.op s e t.c shall be 
Ad1111n1st1.JLOL/ Cont.rolling Officer 

2. Keep the system s c r c cu saver enabled with password 
pro t ec t i on. 

3. Don't sha r c or disclose your pa s swo r d . 
4. I\ strong j.acsworo mus t be as long us possible, and must 

include mixed-case leLLers, numbers, punctuation marks, and 
avoid any personal information, or any of the words in the 
dictionary. 

5. Change· pasHword at regular intervals. 

the' is 

[14.l.� Backup 

1. Normal bac kup s from business computers 
responsibility of the users themselves 

2. Backup shou Ld be n,aintained regularly 011 the space provided 
on ce n tr a L server of t.he department or on the storage media 
as per departmenL policy. i 

3. l\lways. bacl:up the data before leaving the vo r ks t.e t Lon . 

[14.l.4] Email Accounts 
1. New email 1ccounts for all the departments of the Business 

shall be processed through_ Controlling Officer (I'l'). 
2. 'l'he adm i.n is t r a t i ve pa s swo rd r account of all official emails 

shall be managed by the Controlling Officer (I'l'}. 

[14.1.5) Safety of System 
1. Protect t he system f r cm unau t ho r Lz ed use, loss or damage, 

e.g. the ,:;abin/ door shouJ d 1be locked when not in the 
office. 

·, Store po r t e cf e equipment i ,;ue�Jyou securely. 

� 
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11111 fl.1,·di.1 t·tr�. 
1,. 1;,,n, 1�jJ t nt o : 1:;:t 

},Su�.J!l\'S�. /\tJ1ltCI f,'c.,;r,·i·:; ct c . 

(1�.l.llJ Audit Policy 

f,c!v• 1 1 1.;J nq, l)I or ,·1.Jq,· 

r-urpose of the 
»c-c-urr t y "1UdiL 
1 n Lr.r s t, rucl u r e 

::;(:�(�lll ily Aud i \: 
c onunc-n s e cu r i ly 

aud a t policy is Lo p rov i d. ... th c guidelines L0 
team t.o concuc t a s cc-u r J Ly eud i I on I'!' be s ed 

s ys t.cm at vo r i ou s dcpa i t.ment.o of the business. 
is done j.o pr-o t.ec t. en! ire system front the most 
t.h rca t s iJh.ir:ll jnc.l udc s Lhe f o l Lowi nq , 

J Acce s c Lo cou fi de nt f a I de t c 
2. Une u t ho r i z ed acce s s o I the clepa rt.men t comput c r s • 
3. Pa s swo r d di sclosurc comp r om i s e 
4. Virus infections. 
5. Denial of service aLL�cks. 

Aurli ts may be conducted to: 

J. Eu s u r e integrity, co n tLden t i.a Li t y 
i n f o rtna t Lcn and resources 

and avail.ability of 

2. 

3. 

f'lonitor ��siQy measures 
bu s i.ne s s s-e'cur!'ey��$. 
Jnvestigate security incidents 
book 

to ensure 

recorded 

cou ( orma nee 

in security 

with 

log 

'l't1e Corrt r o Ll.Lnq 
n om J na ted person 

Officer 
from the 

(IT) or system administrator or a 
IT di vision will be responsible for 

Ln t erna L Audit withi11 the department and 
dept. wne n requested and for the purpose 
any access needed will be provided by 
internal audit Learn. 

'I'h Lc ac-ce s s may include: 

operations of their sub 
of pe r f o rtn.i nq an e ud.i t , 
t he end u s e r s to t.he 

1. User level and/or ays t cm level access to any computing or 
commun Lca t Lon s dcv i ce . 

2. l\ccess Lo Ln Fo rma t Lon (elccLronic, llardcopy, etc.) .that rnay 
be ,,roduced, transmitted or. stored on respedt Lve Dcp t . 
eqt1ipment or premises. 

3. Access Lo work areas (offices, cubicles, storage a r ea s , 
c tc . ) . 

4. Acr-c su L0 official oma i I accounts. / J1 
\ ll Or oHARMARAJAN p • 

• 'I/ice-Chancellor 
•----"�·· u,i,tnity ol S1tt)lfllAI ....... , I 

Kala<!'Y, Ernakulam. Kera a- 
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• 
[ 1 �) Cc nc Lu s a c»r 

·;11�· 1c·1 01vJ:�1,1i"t ,,rHl Lil<.? rr Policy rnay ue ma ne qe d by the 
e).iSL.111q �1d11lin1sL1 ;11· .vc )ljt-'1 a r cby of the University. 

1'111.: 1'1' Po Li c · c a- c r ll �tJ above J� Lo lie modified as pe r Lhe 
r e qul o t rons , re roi ns • d i.r c c t i on s e t.c . , may be undertaken by Lhe 
Gov e r i.mcn t of Kera]a, Con t r e I Min.ist.1 y and other Government 
Aqe no i es. 

' 

SUB!VITTTED 
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